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IT’S PROBABLY 
overstating the importance 
of Workflow magazine to 
the world to keep thinking 
of these letters as some 
sort of time capsule. And 
yet, for me they will be — 
so please, humor me a little 
as I continue to chronicle a 
very strange time in history 
in this column.

I’m writing this for the May 
2020 issue in late April. It’s 
been a little over a month 
since the coronavirus was 
declared a pandemic, 
sports franchises and 
entertainment venues 
started to shut down, and 
businesses that could 
began to ask employees 
to work from home, setting 
off a massive change in the 
technology landscape.

For this reason, we 
decided to switch up our 
editorial calendar a little 
and push our big AI issue 
to the fall. It’s not that AI 
is no longer interesting or 
important — it is, and that 
is reflected in this issue. 
But right now it’s vying for 
importance with several 
other issues — security 
needs, compliance issues, 
the need for even the least 

future-ready organizations 
to become so using 
tools like cloud-based 
file sharing, remote file 
management and ECM. 
There is an almost “back 
to basics” mindset going 
on with companies that 
were just not ready for this. 
And by “this” I mean all of 
it — remote worforces, the 
security challenges and 
requirements they pose, 
the need to change up 
business processes and 
in some cases accelerate 
digital transformation at a 
rate no one was ready for.

There are a couple of 
interesting memes going 
around the internet based 
on that last concept. The 
first is an office full of 
people discussing how 
digital transformation 
is years away. On the 
other side of the wall is 
a wrecking ball labeled 
“COVID-19” poised to 
strike their office.

The other is a quiz: What 
prompted your digital 
transformation? it asks. 
There are three choices: 
CEO, CIO, and COVID-19.

COVID-19 has changed 
a lot of things for a lot of 
people, but technology 
is definitely one area that 
has teams scrambling. 
From security issues to 
AI to process intelligence, 
we’re looking at the ways 
companies are navigating 
change in today’s 
technology landscape. 

EDITOR’S LETTER
05 | 20
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IS YOUR ERP 
FUTURE READY? 
FORZA, built on SAP Business One, offers the imaging channel 

an all-inclusive ERP enabling growth both inside and outside 

the channel I 

With over 65,000 customers and 1 million users on 
SAP Business One, check out why FORZA is the 

best choice for your ERP needs. 

�•ffORZA 
♦ WITH SAP BUSINESS ONE 

Contact us for more information! 

https://www.allcovered.com/it-services/business-consulting-services/
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Even in a Bad Economy
Your Message Matters

1950s 1980s 1990s

Buchen Advertising 
tracked advertising 

dollars vs. sales 
trends for the 

recessions of 1949, 
1954, 1958 and 
1961. Sales and 

profits dropped at 
companies that cut 

back.

After the recessions 
ended, those same 
companies lagged 
behind the ones
that maintained 

their ad budgets.

McGraw-Hill 
Research analyzed 
600 B2B companies 

and found those 
who maintained 

or increased 
advertising during 

the 1981-1982 
recession grew 

significantly.

By 1985, sales of 
companies that 

advertised 
aggressively had 
grown 275% over 
those that didn’t.

A MarketSense study 
showed brands like 

Jif and Kraft 
experienced sales 
growth of 57% and 
70%, respectively, 

after increasing their 
advertising during

the recession.

The study concluded 
the best strategy for 
coping with a reces-

sion is balanced 
long-term branding 
with promotion for 
short-term sales.

“A man who stops advertising to save money is like a man who 
stops a clock to save time.” — Henry Ford

“Uncertain consumers need reassurance of known brands.
Successful companies do not abandon their marketing

strategies in a recession; they adapt them.” 
— John Quelch, Harvard Business School



ARE WORK-AT-HOME 
EMPLOYEES KEEPING 

DATA SECURE?
By  Christina Robbins, Digitech

Over the last few weeks, millions of workers around the globe have found security in 
home offices as we comply with government orders to shelter in place and to avoid 
gathering in offices. In this rush to set up remote workers, many have turned to free 
tools for collaboration and file sharing. Unfortunately, as we face working at home 
for several more weeks, or perhaps months, we’re becoming more aware of specific 
limitations in some of the tools we’ve chosen.  
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As a provider of business tech-
nologies, you should be checking 
in with the organizations you serve 
to ask what strategies, tools and 
procedures they have in place to 
help remote workers keep data 
secure even as they access, edit 
and store it at home.

HOW ARE WE REALLY 
USING BUSINESS  
RECORDS?

According to Global Workplace 
Analytics, only 7% of employers 
offered remote work to most or 
all of their employees prior to this 
crisis. Few could be considered 
experts in enabling home offices, 
and few leaders are experienced 
in the different demands of man-
aging projects with remote em-
ployees. As we scrambled to send 
so many employees home, many 
companies simply chose the most 
convenient tools, rather than giving 
full thought to how employees real-
ly use records to work. Now that 
the heat of that frenzy has settled 
a bit, we’re once again thinking 
about business objectives like 
cybersecurity and compliance, and 
many companies have discovered 
that their work-at-home tools and 
processes don’t protect sensitive 
information the way they’d prefer.

When employees work side-by-
side in an office, everything they 
do is protected by network security 
settings that lock outsiders away 
from sensitive information and 
systems. This data never hits a 
publicly accessible location, so it 
can’t be hacked as simply as data 
that crosses public internet ser-
vices on its way between workers 
at distributed home offices. Further 
complicating the problem, collabo-
ration tools and file store and share 
services often don’t meet security 
standards well either. Collaboration 
tools, while helping us communi-
cate, don’t really keep information 

protected when files are exchanged 
between employees at different 
locations, and online drives and 
email security don’t measure up 
to the standards required by most 
common business regulations. 

START WITH 
CLOUD-BASED ECM

Enterprise Content Management 
(ECM) companies have been in the 
information management, securi-
ty, and collaboration business for 
decades, so now is a great time 
to turn to these tried-and-true 
technologies. Most ECM systems 
include the ability to store a wide 
variety of file types with a structure 
and organization that allows users 
to securely access information from 
many locations and devices using a 
simple keyword search. In addition, 
these products have been enabling 
cybersecurity and compliance ini-
tiatives since the very beginning. 

Why cloud-based? The reasons 
go beyond the fact that cloud-
based technologies are popular 
and instead speak directly to why 
companies choose cloud over 
software. Many of these advantag-
es are critical right now as com-
panies operate with limited to no 
in-office personnel.

• Implementation doesn’t require 
IT personnel or hardware setup as 
part of a corporate network.

• Cloud-based systems typically 
work via browser-based interfaces 
that require no download or apps 
which individual users can easily 
download and install on their own.

• These systems are naturally 
mobile-friendly, making them a 
great choice since many of to-
day’s work-at-home employees 
are using personal devices such 
as phones, tablets and laptops for 
company projects.

• The learning curve on many 
cloud-based systems is much 
shorter than their software equiv-
alents, meaning employees 
become productive much more 
quickly.

Rather than simply filling a gap 
for now, cloud-based ECM also 
represents a solid long-term solu-
tion that can last long beyond the 
current crisis. Analysts at Nucle-
us Research indicate that cloud 
investments return 3.2 times the 
value of their on-premise coun-
terparts. Your customers can be 
assured they’re making a smart 
choice to address today’s critical 
needs as well as a wise invest-
ment that positions their compa-
nies for future success.

OFTEN OVERLOOKED 
BUT ESSENTIAL 
SECURITY CAPABILITIES

As you’re considering which 
systems to recommend for each 
of your customers, create your 
short list of only technologies that 
include encryption and pass-
word-protected, context sensitive 
access settings.

A Note About Encryption
Though encryption is common, 
some systems only encrypt data 
when it is in transit between 
storage and the user in response 
to a retrieval request, or as it’s 
being uploaded back into the 
system. Data also needs to be 
secured when it is simply being 
stored. Known as encryption at 
rest, this security loophole can 
be closed by protecting informa-
tion with AES 256-bit encryption. 
To really lock down information 
security, be sure any system you 
recommend to customers during 
this crisis includes encryption 
both during transmission and  
at rest. 
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Password-Protected, Context- 
Sensitive Access Guidelines
Password protected access and 
context-sensitive restrictions rep-
resent two of the security features 
found in typical ECM systems that 
are critically important with today’s 
distributed workforce. Adhere to 
the following guidelines when set-
ting up users for remote work.

Set strong password policies 
that require complexity (length and 
character requirements). Strong 
passwords should be required—
and enforced—via ECM system 
settings that do not allow simple 
passwords to even be created. 
Your recommended ECM should 
also automatically lockout idle 
sessions and require individuals to 
log back in to return to work.

Do not allow any shared or 
“team” passwords to access 
company data. Many regula-
tions require you to maintain 
audit trails that keep a record of 
who accessed information, what 
they did with it, and why. Shared 
passwords make it difficult to truly 
pinpoint data breaches associated 
to specific user accounts.

Expire passwords regularly. 
Every month may be too often for 
your employees to remember and 

create effective passwords (es-
pecially if you’re requiring strong 
passwords), but eternal passwords 
that never change expose your 
data to further risk. We recom-
mend expiring passwords at least 
once every three months.

Do not set up user passwords 
that give individuals the ability 
to see information unrelated to 
their job function. Encourage 
your customers to enhance sys-
tems with the ability to lock down 
access to only those documents, 
projects, accounts, or reports that 
are relevant to each employee’s 
day-to-day work tasks. Called con-
text-sensitive security, this level of 
control can really fine-tune what in-
formation gets exchanged over the 
internet and enters people’s homes 
during this season of widespread 
remote work.

MUST-HAVE SECURITY 
FEATURES

No matter which ECM application 
you choose to recommend to your 
customers, make sure it includes 
the critical security features outlined 
in the chart below that can help 
protect information when it’s being 
accessed and shared remotely.

FINDING A MEASURE  
OF PEACE

We’re reminded daily to main-
tain human connections, to get 
outside for a bit of sunshine and 
exercise, and to eat and sleep 
well during our confinement due 
to COVID 19. Why? Our leaders 
are concerned that this change 
in our routine will keep us from 
the measures we usually use to 
protect our mental and physical 
health. When combined with 
the heightened anxiety we feel 
due to the worldwide pandem-
ic, it’s a recipe for unhappiness 
and stress. You can help your 
customers find an increased 
measure of peace, knowing their 
information is not only secure, 
but also that their company is in 
full compliance with regulations 
— no matter where employees 
are working and regardless of 
where data is accessed.  

Christina Robbins is 
marketing manager at 
Digitech Systems LLC.

SECURITY FUNCTIONS 
FOR REMOTE WORKERS

WHAT IT IS
HOW TO EXPLAIN IT TO YOUR CUSTOMER, SO THEY UNDERSTAND WHY IT’S 

 IMPORTANT AND HOW IT HELPS REMOTE WORKERS KEEP INFORMATION SECURE

Document Encryption
Protects documents not only while they’re being stored, 
but also when they’re accessed to prevent information 
from ever being compromised

Files shared via email or online drives can be interrupted during transfer and end up in the hands of 
a hacker. This method of sharing information can violate various regulations. When files are encrypt-
ed, they’re scrambled in a way that cannot be unlocked without proper authorization. Encryption 
keeps information safe and sound, both during transition and while sitting at rest in the system.

Password Protected Access Allows only authorized users to see sensitive business 
information wherever it is accessed

Keeps employees out of files they shouldn’t see, but also keeps hackers out as well — no matter 
where people are working. Bonus Password Capabilities: complexity requirements, forced expira-
tion, tiered access, security groups, automatic lockout for idle sessions.

Tiered Access to Content
The ability to setup security policies that lock down ac-
cess to content and functionality not only by project but 
also by user group and even by the individual document

Gives companies the ability to control who can see information at a fine-tuned level. For example, 
users can be setup to only view certain records, without being able to print or edit them. You can 
also use this capability to give employees access to some records within a project without unlocking 
their access to other records in the same project that they don’t need to see.

Audit Reporting Keeps track of who accesses each document, what they 
did with it, and why

Allows administrators to track employee tasks and productivity without becoming “Big Brother,” and 
keeps a log of why changes were made when you aren’t in person to have a conversation. You’ll 
always know if a file has been changed without authorization.

Enhanced Audit Tracking
Requires employees to log the name of the individual 
they’re sending information to and why when they 
transmit data outside the company

This is a requirement in certain industries like healthcare, where regulations require records of ev-
eryone who receives or has access to private health information. It may not be needed by everyone, 
but is absolutely essential for others.

Document Check Out/In Allows only one “master”version of a document to be 
checked out for editing, preventing overlapping effort

Offers structure to people working together on the same project. Keeps them from making the same 
changes as a colleague or from overwriting each other’s efforts.

10  workflowOTG.com  05 | 20



The Jiian Fund Has Helped
210 Families

& We Remain Commied to Doing More

In response to COVID-19, The Jillian Fund provided $20,000 in emergency 
assistance to families through gift cards. This enabled families to cover 

the cost of food, medication co-pays, over-the-counter medications, gas, 
and other day-to-day expenses. Many of the families assisted have been 

furloughed; some parents were not eligible for unemployment.

For More Information, Please visit: 

jillianfund.org

Thank You!

https://thejillianfund.org


HOW TO LEVERAGE 
YOUR CONTENT AND 

PROCESS MANAGEMENT TOOLS 
TO IMPROVE DATA SECURITY 

AND COMPLIANCE
By  Dennis Chepurnov, Hyland

Managing your organization’s data security and compliance today may seem 
overwhelming: the volume of data continues to grow, the attacks are becoming more 
sophisticated, and the regulatory requirements are more numerous and stringent. 
However, smart information management does not have to be complicated or cost-
prohibitive – it starts with common-sense practices and tools your organization may 
already own. The following three principles will help set your organization up for 
success and keep important data safe and compliant.  
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1. PLAN FOR IT.  
FROM THE START.

Although it is tempting to think 
of security and compliance as 
something that can be solved 
after the fact with the right prod-
uct, the reality is that you have 
to plan for it. Technology is only 
part of the picture, and it won’t 
protect your data if your pro-
cesses and people don’t support 
it. In fact, new privacy regula-
tions like the California Con-
sumer Privacy Act (CCPA) and 
General Data Protection Regu-
lation (GDPR) have no specific 
technical requirements at all, but 
rather focus on the data handling 
practices. 

While your staff are likely not 
intentionally malicious or negli-
gent, a process designed with-
out security and compliance in 
mind can inadvertently create 
vulnerabilities and increase risk 
for your organization. Employees 
often assume the IT department 
has data security handled, and if 
the process allows it, they may 
sidestep recommended practices 
for the sake of productivity.

So, before you purchase and 
deploy a new solution or com-
pletely redesign an existing 
business process, take a step 
back and consider all the asso-
ciated security and compliance 
requirements. Often, it’s best to 
work with a consultant in your in-
dustry, but here are a few sample 
questions to consider:

• Is PII (Personally Identifiable 
Information) or confidential data 
part of this process?

• Which users and systems will 
need access to it, and what will 
they do with it?

• What are the regulatory or inter-
nal requirements for protecting it?

• How long do I have to/am I 
required to keep it?

• How does it need to be pro-
tected in all of its states – while in 
use, at rest and transit? 

• How much of data handling 
can I automate? Can I completely 
remove human touch?

2. THINK BEYOND  
YOUR (FIRE)WALLS. 

No organization operates in a 
vacuum. You may feel good about 
the data security and compli-
ance practices inside your own 
organization, but what happens 
when your data, or that of your 
customers, needs to go outside 
your firewalls?  At some point, 
partners, customers, contractors, 
auditors, regulators – all may need 
to touch your data from their de-
vices and network locations. Also 
don’t forget about all those cloud 
service providers and apps that 
are actively storing large quanti-
ties of your data in their own or 
third-party data centers. 

This is known as third-party risk, 
and it is something to also con-
sider and plan for. Several recent 
breaches of data from major 
organizations occurred not at their 
own facilities, but those of their 
business partners. Consider those 
companies that may be providing 
business process outsourcing 
(BPO) for your organization – may-
be helping you with accounting, 
recruitment, calling campaigns, 
printing ID cards, and numerous 
other services. 

When it comes to sharing data 
with business partners, consider 
what and how you share. Share 
the least amount of data neces-
sary to get the job done and take 
steps to protect the data in the 
process with tools like secure 
sharing, encryption and redaction. 

And don’t forget to make sure 
this data is securely destroyed 
after they use it. 

Thinking of third-party risk, you 
also should not forget about your 
technology providers, especial-
ly those that are cloud-based. 
How secure are their applica-
tions and data centers? Do they 
comply with the regulations and 
standards your organization has 
to comply with? How can they 
support your security and compli-
ance requirements? 

New regulations like the GDPR 
make it your organization’s 
responsibility to pick partners 
and technology providers who 
can help you ensure compli-
ance. So, don’t be afraid to ask 
them questions about their own 
security processes and features, 
and ensure that they meet your 
needs. 

3. GET TECH TO HELP. 

Earlier, we said that data security 
and compliance are not all about 
technology. Still, technology is 
an absolutely necessary part of 
the solution – the sheer volume 
of data and the regulatory re-
quirements make it impossible to 
manage it manually. 

Luckily, you may already own 
many of the tools you need to 
reduce risk and improve data 
security and compliance. But be 
sure to also consider the age of 
your technology – many older 
systems and applications were 
not designed with the modern 
risks and regulatory requirements 
in mind. Legacy systems can not 
only reduce productivity but also 
introduce vulnerabilities into your 
organization and create hard-
to-manage and hard-to-protect 
information silos. If your legacy 
systems can’t be updated, they 
may need to be replaced with a 
more modern technology. 
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Here are some of the technolo-
gies to consider to improve data 
security:

• Content management. A ro-
bust content services platform 
(CSP) can not only provide a se-
cure repository to store your con-
tent, but also offers other import-
ant features like version control, 
data classification, electronic 
signatures, redaction, and much 
more, helping you set granular 
control over who has access to 
what data. 

There are also some deploy-
ment decisions to make with your 
content services platform. If not 
implemented already, consider 
deploying data encryption to add 
an extra layer of protection to your 
data, making it unusable to at-
tackers in case of a breach. Also, 
consider a redundant deployment 
configuration to support business 
continuity and disaster recovery 
programs, and to reduce the crip-
pling impact of natural disasters 
and cyberattacks like ransomware 
and DDoS (Distributed Denial of 
Service).

• Retention management auto-
mates the process of assigning 
retention periods and performing 
retention tasks like automatic 
deletion or archival, which can 
reduce exposure in case of  
a breach.

• Enterprise search can help you 
monitor for unauthorized data 
across numerous systems and 
applications like file shares, email 
attachments and cloud storage, 
to reduce the associated securi-
ty and compliance risks to your 
organization.

• Secure collaboration tools 
can provide your employees and 
partners with the file sharing and 
collaboration features they need 
while keeping your information 
secure.

• Process automation tools like 
workflow automation, robotic 
process automation and system 
integration automate the flow 
of information, reducing human 
touch to improve speed and accu-
racy and reduce risk of exposure.

• Case management tools stan-
dardize data handling processes 
and provide visibility and account-
ability.

• Policy distribution work-
flows automatically distribute and 
track acknowledgment of security 
and compliance policies and can 
help prove due diligence during 
litigation or audits.

• Reporting and logging features 
of your information management 
tools can help you trace incidents 

and validate user activity and 
changes to system configuration, 
repositories, user groups and per-
missions

And when it comes to regulatory 
compliance, the following technol-
ogies can also lend a hand:

• Automated retention and dis-
position policy management helps 
fulfill specific retention require-
ments of numerous new regula-
tions.

• Records request processing au-
tomated workflows can help your 
organization not be overwhelmed 
with individual data requests now 
rightfully guaranteed under many 
new regulations.

• Enterprise search can help 
locate and remove PII improper-
ly stored or shared on systems 
across the organization.

• Customer communications 
management can simplify the 
process of building and distribut-
ing required incident and policy 
notifications.

• Reporting capabilities are criti-
cal for proving compliance, which 
is also a requirement of many new 
regulations.

MOVING FORWARD

As you can see, taking a pro-
active approach to information 
security and compliance can 
start with technology your orga-
nization likely already owns. Just 
make sure to plan ahead and 
pick the right partners.  

TAKING A PROACTIVE 
APPROACH TO INFORMATION 
SECURITY AND COMPLIANCE 
CAN START WITH TECHNOLOGY 
YOUR ORGANIZATION LIKELY 
ALREADY OWNS.

Dennis Chepurnov is product 
marketing principal at 
Hyland.
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remote
workforce

SECURING A REMOTE 
WORKFORCE

By John Schweizer, Continuum  

There is nothing like a global crisis to bring out the best in people. But sadly, 
it also brings out the worst in some, and the COVID-19 pandemic has created 
a feeding ground for cybercriminals. A joint alert from the U.S. Department of 
Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA) 
and the UK’s National Cyber Security Centre (NCSC) warns of “growing use 
of COVID-19-related themes by malicious cyber actors. At the same time, the 
surge in teleworking has increased the use of potentially vulnerable services, 
such as virtual private networks (VPNs), amplifying the threat to individuals 
and organizations.”  
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The alert warns that advanced 
persistent threats (APT) and cy-
bercriminals are not discriminating 
– they are targeting individuals, 
small-to-midsize businesses and 
large organizations alike with scams 
and phishing emails that prey on ele-
vated fears and a heightened sense 
of alarm. Some of the threats noted 
include email and SMS phishing 
campaigns using coronavirus or 
COVID-19 related subject lines or 
text, and exploitation of telework 
infrastructure such as VPNs and 
remote desktop programs.

MSPs now, more than ever, are 
in the position of needing to protect 
their users, their users’ clients and 
their own workers through a com-
bination of education, enhanced 
security protocols and constant vigi-
lance. So when even the most basic 
techniques can be mission-critical, 
it’s important to have a comprehen-
sive to-do list for everyone involved.

SECURITY MANDATES

All the security measures in the world 
won’t do any good if you don’t have 
a set of rules in place that all em-
ployees must follow. Under normal 
circumstances, studies have found 
that around 90% of all cyberattacks 
stem from human error, which means 
having a set of rules and regulations 
is a must. Right now, as hackers and 
cybercriminals are actively trying 
to take advantage of an unusual 
situation, an error that might have 
gone unnoticed could have devas-
tating consequences, and the need 
for strictly enforced requirements is 
greater than ever before.

There are some basics rules 
and security measures that should 
always be in place here – multifactor 
authentication, for example, set at 
the administrator level so all users 
are required to use it. Likewise, pass-
word complexity requirements must 
be strong and the use of a password 
manager is recommended. And role-

based security ensures permissions 
are set based on user job require-
ments, limiting access and ensuring 
that if the first two requirements fail, 
access to specific files, silos or other 
critical areas are limited and the 
damage can be less than if the hack-
er had full access to a network.

USER TRAINING

Naturally, the first level of pushback 
will come from the least tech-savvy 
users – the ones who respond with 
“I don’t understand two-factor au-
thentication,” or “How do I know if I 
shouldn’t click on a link?” A detailed 
how-to document or, even better, 
an internal video or screen-share 
to demonstrate, will go a long way. 
Even the least adaptable of employ-
ees are going to need to understand 
the basics.

Equally important is end-user 
training on security threats and how 
to recognize them. Phishing has 
always been a common technique 
for malicious actors, but now more 
than ever an emotionally vulnerable 
population is easy prey for emails 
titled “Coronavirus Updates” or an 
SMS with a link to apply for alerts 
or economic assistance. The best 
advice for everyone is simply, “don’t 
click anything.” Also important, 
though, is that the IT team or MSP is 
alerted to the attempt. By encourag-
ing recipients to forward any ques-
tionable email or text (be prepared to 
create a how-to document on taking 
a screenshot or forwarding a text), 
they can feel sure that they aren’t 
missing out on legitimate messages 
and the MSP/IT team has informa-
tion on potential scams that can be 
then passed along to other clients.

ADVANCED ENDPOINT 
PROTECTION

Antivirus tools are just not adequate 
in today’s threat environment; their 
abilities are limited and miss many 

types of intrusions, and a threat 
actor can often be present without 
detection. It is imperative that you 
have advanced endpoint protec-
tion tools coupled with a 24x7x365 
fully managed Security Operations 
Center (SOC). Endpoint protection 
should be present on servers and 
individual computers at a minimum, 
and it is suggested for mobile devic-
es and IoT devices as well.

The endpoint tool, while important, 
cannot protect you alone. A highly 
trained SOC monitors the messag-
ing from the tools and takes action 
when malicious activity takes place. 
Cybercriminals know to be active 
when you are most vulnerable; they 
are thankful that you are enjoying 
Thanksgiving dinner, for example, 
because it provides a perfect time 
and long weekend to take advan-
tage of your vulnerabilities. The fast-
er you act during a cyber event, the 
better the outcome. A sophisticated 
SOC reacts immediately and is full of 
highly compensated, sophisticated 
isolation and remediation experts.

DEVICE ENCRYPTION

Many traditional office workers have 
office-issued laptops that are either 
their primary device or a compa-
ny-supported option for travel. 
However, many others previously 
had a desktop as their only com-
puter, and when telework became 
a fast-tracked health measure, IT 
departments began to scramble. 
Were users allowed to bring desk-
tops home? Now, devices that were 
not meant to leave the office are do-
ing so, and employees in roles that 
have compliance requirements must 
somehow continue to do their jobs.

Encryption services come in two 
basic formats — file-level and full-
disk encryption. Full-disk encryp-
tion, or FDE, is a hardware-level, 
protocol-agnostic option that 
converts data on a hard drive into 
encrypted data requiring a key for 

SECURING A REMOTE 
WORKFORCE
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access. It is automatic and gener-
ally easier to deploy and manage. It 
also meets compliance regulations 
for “data at rest” – data that would 
typically also be protected by outer 
defenses like firewalls that, if in 
place at all on a home network, are 
not likely to be enterprise-grade. 
An FDE solution deployed on all 
company devices can help ensure 
compliance, and also avoid some 
of the compatibility issues that may 
be presented by native Windows or 
Mac solutions.

BUSINESS-CLASS VPNS

VPNs have become more common 
for consumer use, and products 
like Nord VPN or Private Internet 
Access are readily available. Myriad 
articles warning of the dangers of 
public Wi-Fi have prompted many 
consumers to download these 
products, and they certainly serve 
the purpose of securing a connec-
tion and protecting data in transit 
when connected to a hotspot in a 
public place. But for a robust, se-
cure connection that is configurable 
by an MSP or IT provider, business 
or enterprise-grade VPNs are best. 
They are designed to protect an en-
tire network, allowing remote users 
to tunnel into a dedicated server, 
giving an admin full control over 
connections.

It is worth noting that CISA issued 
an alert on enterprise VPN security 
on March 13, which was the point 

at which work-from-home orders 
were just beginning to become 
common. At that point, CISA noted 
that more vulnerabilities were being 
found and targeted by malicious 
cyber actors, later noting in a joint 
CISA/NCSC alert that actors had 
been observed scanning for public-
ly known vulnerabilities in Fortinet, 
Palo Alto, Citrix and Pulse Secure. 
However, by following guidance 
and with the ability to deploy sys-
tem-wide updates allowed by en-
terprise VPNs, it is possible to keep 
the network secured, even when 
it is being accessed from multiple 
home connections.

BACKUP STRATEGY

The best-laid plans still need a 
backup strategy, so it is critical to 
have a reliable backup and di-
saster recovery (BDR) service in 
place. A scalable, adaptable BDR 
solution will cover all the situations 
mentioned previously, automating 
backup while shielding against 
ransomware and encrypting data. 
A cloud-based solution, even as a 
backup to an on-premise solution, 
will ensure that valuable data is pro-
tected, encrypted and backed up 
from any location. Integration with 
commonly used systems like Office 
365, SharePoint, G-Suite and more 
will ensure that all critical data gets 
backed up and is easily accessible 
for restoration from anywhere.

We are living in challenging times. 

But for IT departments partnering 
with experts and providing essential 
services in the best of times, the 
worst of times are merely an extra 
challenge they are well-equipped to 
meet.

As of right now, we have no idea 
if or when we’ll return to “nor-
mal,” but it seems certain that 
whenever it is, it will not be the 
normal we used to know – it will 
almost definitely be a new normal. 
As organizations learn that more 
jobs than previously thought lend 
themselves to being done remote-
ly, workers may continue to work 
remotely even after business as 
usual returns. The ability to provide 
a smooth transition and necessary 
support for that remote workforce 
will be an important one, and we 
may soon have a workforce that is 
far more security conscious than 
ever before.

Security is not an area to go it 
alone. A well-managed SOC cou-
pled with the right toolset looks to 
follow the framework set forth by 
the National Institute of Standards 
and Technology (NIST): identify, 
protect, detect, respond and recov-
er in the event of a problem. Learn 
more about the NIST Cybersecurity 
Framework at https://www.nist.
gov/cyberframework.  

FOR IT DEPARTMENTS PARTNERING WITH 
EXPERTS AND PROVIDING ESSENTIAL SERVICES 
IN THE BEST OF TIMES, THE WORST OF TIMES 
ARE MERELY AN EXTRA CHALLENGE THEY ARE 
WELL-EQUIPPED TO MEET.

John Schweizer is VP, Office 

Technology, Continuum  
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A NEW APPROACH 
TO PROCESSES: 

TRANSFORMING YOUR BUSINESS AND 
NAVIGATING CHANGE WITH PROCESS INTELLIGENCE  

By  Scott Opitz, ABBYY

Organizations today are navigating an unprecedented degree of change. From evolving 
customer demands, complex legal and regulatory environments, increasing amounts 
of data, and an unexpected global health crisis, organizations of all sizes and across 
all industries and geographical markets are being challenged in ways they have never 
seen before. It is especially during times of change when processes can fluctuate 
greatly, and organizations need to be agile and timely in effectively responding, 
adapting, and overcoming these changes to best serve their customers. Increasing 
efficiencies, monitoring risk, enhancing compliance, and maximizing resources are 
more critical than ever. While traditional methods of process optimization have their 
uses, a new generation of solutions is needed to help meet new demands, better serve 
clients, accelerate digital transformation, and thrive during economic challenges.  
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HOW DO PROCESSES 
IMPACT A COMPANY’S 
BOTTOM LINE?

Enterprises have hundreds, if not 
thousands, of processes that they 
depend on. Across every oper-
ational function, from customer 
service, accounts payable, new 
business development, claims 
processing, to onboarding, doc-

ument workflows, risk manage-
ment, and other mission-critical 
areas, processes are what move 
a business forward and drive 
growth. Processes that are inef-
fective are costly and can have 
significant business impacts, 
including reducing efficiencies and 
negatively impacting the customer 
journey. According to a Forrester 
study, for example, three out of 
every 10 customers who had a 
bad claims experience switched 
insurance carriers within a year of 
the incident. Inefficient workflows 
and poor customer experiences 
caused by bad processes can 
impact a company’s customer 
retention rate and, by extension, 
their bottom line. Traditional 
methods of trying to understand 
and get to the root cause as well 
as ongoing, real-time monitoring 
of these issues are fundamentally 
flawed and add minimal analytics 
for process-specific data. This has 
demonstrated the need for ad-
vanced process analysis methods 
to provide modern organizations 
with complete and accurate visi-
bility into how their processes are 
truly performing.  

TRADITIONAL METHODS 
OF ANALYZING 
PROCESSES HAVE 
LIMITATIONS 

Manual Process Measurement 
Methods:  
Some organizations execute their 
process measurement initiatives 
in an entirely manual style. These 
programs often expend valuable 
internal personnel resources or 
require engaging outside consul-
tants, which can be costly. Addi-
tionally, because manual meth-
ods require significant time and 
resources, the number of process-
es that can be analyzed via this 
method is often very limited, and 

the resulting analysis typically only 
provides partial visibility into actual 
operational workflows.

Manual process discovery 
methods are cumbersome and 
time-consuming, requiring per-
sonnel to manually observe and 
time each individual process. This 
would include conducting inter-
views, manually logging, merging 
and uploading data into spread-
sheets, and creating a map of the 
process flow; and then identifying 
patterns based on that data. This 
is commonly performed by using 
sticky notes to “walk the wall” for 
process discovery. This method 
can take several months, some-
times longer, and by the time the 
data is collected, sorted, and 
analyzed, the processes that were 
being analyzed will likely have 
changed. The extensive amount of 
time spent to discover and analyze 
the processes ends up not provid-
ing the expected value. Further-
more, the data this method yields 
is usually incomplete and sub-
jective and is a snapshot of what 
someone observed in a particular 
time and at a single location or 
potentially biased by the opinions 
or assumptions of the personnel 
executing the process.

Business Intelligence: 
Business intelligence (BI) platforms 
are highly valuable for providing 
insight into specific systems and 
functions they govern but are 
generally limited to the analysis 
of a single step of the process. 
However, BI tools provide no 
mechanism for the analysis of how 
those discrete process steps (or 
tasks) relate to or impact the other 
steps of the process. This limita-
tion results in these tools’ inability 
to identify the root cause of why a 
process is underperforming and 
where corrective action may be 
required. Additionally, BI systems 
can provide traditional KPI-type 
metrics, but lack the most crucial 
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dimension of a process execution: 
time.  

Process Mining: 
Standard process mining software 
technologies can be a good fit 
for basic, well-behaved process 
types, but these platforms are 
often not comprehensive, agile, 
cost-effective, or complete. They 
do not provide a 360-degree 
view of how business processes 
are functioning in real-time with 
numerous methods of visualiza-
tion and analysis. These limits 
become apparent when processes 
fail to conform to a rigidly defined 
process schema map. This results 
in an inability to provide insights 
for complex, ad-hoc processes 
not able to be represented by a 
trivial process diagram. Traditional 
process mining tools also often in-
volve extensive personnel resourc-
es, with some platforms requiring 
anywhere between 10 and 20 
employees to properly implement, 
manage, and maintain, resulting 
in a deployment process which 
can last for months. For all the 
effort required, traditional process 
mining tools further disappoint 
by failing to deliver the breadth of 
process analytics necessary to ful-
ly investigate the myriad variations 
from one process type to the next. 

In the end, many of the tradi-
tional process mining tools are 
just that – tools, and not complete 
solutions. Think of it this way: it is 
useful to have a hammer when you 
have a nail, but good luck trying 
to sink a screw without a screw-
driver. The same can be said when 

enterprises try to utilize broken 
methods as solutions to complex 
business problems – it doesn’t 
work. 

WHAT IS PROCESS 
INTELLIGENCE? 
AND WHY IS IT NEEDED? 

Process intelligence refers to 
solutions that provide accurate 
end-to-end visibility into how 
business processes are function-
ing in real-time, across different 
silos, multiple systems of record, 
departments, systems, locations, 
and data input sources. pro-
cess intelligence utilizes a time-
line-based discovery methodology 
to provide a dynamic and detailed 
view of how processes are per-
forming over time – regardless of 
the process complexity or variabil-
ity. These solutions are powered 
by artificial intelligence (AI) tech-
nologies, which enable compre-
hensive analyses and advanced 
capabilities, such as predictive 
analytics. Process intelligence is a 
new approach that is needed now 
more than ever as organizations 
have unprecedented amounts of 
valuable data circulating within the 
enterprise via increasingly com-
plex and inter-connected busi-
ness-critical processes. 

Process intelligence provides 
capabilities that are more ad-
vanced than traditional methods of 
analyzing organizational process-
es. Key differentiators and benefits 
include: 

Timeline Visualization: 
Process intelligence provides 
visibility into every operational 
process, even those that are ad 
hoc or complex. These solu-
tions connect with any back-end 
system, including databases, 
legacy systems, trading partners, 
and vital systems such as ERP or 
CRM. The platform then extracts 
data from these diverse systems 
to provide a dynamic timeline 
visualization of processes. Forgot 
to add a system? No worries, us-
ers can add new data sources at 
any time and further develop their 
analysis. No need to rebuild the 
source data; events fall in place as 
they happened.

Process Analysis: 
In order to meet the unique 
requirements for a diverse set of 
process types, a process intelli-
gence tool must provide a variety 
of best practices-based analysis 
tools that are immediately avail-
able to the process analyst. This 
includes comprehensive tools for 
analyzing queue-based workflow 
environments through a pre-built 
collection of analyses to detect 
and measure all touchpoints and 
work queues, identifying misrout-
ings, redundant or missed steps, 
process aging and consistency of 
performance. 

Dynamic Process Query:  
The ability to provide a 
comprehensive yet simple 
graphical interface that enables 
users to define specific process 
pattern search conditions (task 

PROCESS INTELLIGENCE PROVIDES VISIBILITY 
INTO EVERY OPERATIONAL PROCESS, 
EVEN THOSE THAT ARE AD HOC OR COMPLEX.
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sequence, timing of event 
transitions, etc.) and find the 
exact processes that match the 
criteria. Something that would 
traditionally be nearly impossible, 
or require pages of SQL code 
can now be completed with a 
few clicks of the mouse and get 
results with subsecond response 
time.

Process Monitoring:  
Process intelligence platforms 
both monitor and analyze pro-
cesses to ensure every step of 
the process is followed and iden-
tify any potential deviations from 
the ideal path. When they don’t, 
tasks can be alerted with soft 
nudges to staff, or the explicit 
triggering of an action in any sys-
tem the enterprise is using. 

Operational workflows can be 
challenging to identify in their 
entirety, let alone analyze and 
optimize when done using tradi-
tional methods. Process intel-
ligence platforms can connect 
with disparate systems to expose 
100 percent of an organization’s 
critical processes. Additionally, 
they use the information that 
already exists within an enter-
prise to create a visual model of 
workflows, analyze them in real 
time, generate real-time alerts to 
process deviations, evaluate po-
tential fraud, identify bottlenecks, 
monitor for risk and compliance, 
and predict future business out-
comes. 

PROCESS INTELLIGENCE 
IS TRANSFORMING 
TODAY’S LEADING 
ENTERPRISES  

Process intelligence should be 
leveraged in any organization 
that is very process-oriented and 
document-intensive, such as fi-
nancial services, insurance, and 

healthcare. A leading Fortune 
100 financial services firm with 
more than 5 million clients used 
process intelligence to strength-
en its compliance measures, re-
sulting in reduced exposure risk, 
both in terms of PR and from 
a regulatory compliance per-
spective. The solution enabled 
the organization to monitor 100 
percent of transactions with only 
three full-time personnel. With 
traditional methods, the initiative 
required close to 16 full-time 
staff just to perform a 15% sta-
tistical sampling and would take 
longer to yield insights. Leverag-
ing process intelligence, the firm 
was able to enhance compliance 
while experiencing a direct sav-
ings of $2 million annually.  

In the healthcare sector, pro-
cess intelligence is being used 
by a major U.S. health insurance 
provider serving 8 million mem-
bers to ensure that customer 
service inquiries were handled 
as efficiently as possible. Cus-
tomer calls, emails, and website 
inquiries were routed to over 
300 process queries and were 
classified based on the type of 
request. Process intelligence 
was able to centralize data 
from disparate systems onto a 
single view of each customer’s 
journey, allowing the processes 
to be reconstructed in full. As 
a result, the organization re-
alized its operations were not 
working as initially envisioned. 
The total number of customer 
touches was 2.6 times higher on 
average than expected. Using 
advanced methods of process 
optimization, they were able to 
accurately identify deviations in 
its workflows, including errors 
in routing software and pinpoint 
areas to be improved with mod-
est investments in training. This 
resulted in significant cost sav-
ings and improved the customer 
experience.

DO MORE IN 
THE ENTERPRISE WITH 
DIGITAL INTELLIGENCE   

With all the operational benefits 
process intelligence provides, it is 
prudent to recognize that digital 
intelligence is a holistic view of an 
organization’s business processes, 
people and the information that 
drives them from a variety of critical 
perspectives. So having an under-
standing of not just your processes 
but also all the critical information 
locked within unstructured content 
is critical to a digital transforma-
tion strategy. It is dependent on 
having real-time access to all your 
business-critical data no matter 
which business process platform 
it lies within. This includes the vast 
amount of data that exists in vari-
ous business documents including 
claims, invoices, proof of delivery, 
loan agreements, contracts, orders, 
identity documents, tax forms, pay 
stubs, utility bills and more.

By applying OCR, machine learn-
ing, and NLP to content, data from 
within these document processes 
is transformed into actionable data 
and instantly made accessible to 
the decisions being made within a 
process. With digital intelligence, 
organizations gain the valuable, 
yet often hard to attain, insight into 
their operations that enables true 
business transformation. With ac-
cess to real-time data about exactly 
how processes are currently work-
ing and the content that fuels them, 
digital intelligence empowers enter-
prises to make tremendous impact 
where it matters most: customer 
experience, competitive advantage, 
visibility, and compliance.  

Scott Opitz is CMO at
ABBYY

  05 | 20 workflowOTG.com  23



COMPLIANCE REGULATIONS: 
MORE THAN GDPR IN 2020

By  Tom O’Neill, Workflow

The protection of personal private information has been in the regulatory 
spotlight for many years. As the internet continues to connect the world, 
storage and transfer of personal information is no longer confined to physical 
customer cards or files in file cabinets. Sensitive information is now stored 
in electronic form or in the cloud and can be prone to hacks and used by 
malevolent actors for extortion and identity theft.   
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In recent years, privacy 
protection regulations like the 
EU’s General Data Protection 
Regulation (GDPR) aim to protect 
personal information and mitigate 
the impact of data breaches. 
That has driven a wave of privacy 
protection regulations in the 
United States. And it’s no wonder; 
the statistics are alarming: 

• In the United States, someone 
is a victim of identity theft every 2 
seconds. 
• People whose accounts have 
been part of a data breach have 
a 31% chance of having their 
identity stolen. 
• 7.9 billion records were 
exposed through data breaches 
during 2019. Those records 
contained addresses, phone 
numbers, credit card information 
and other private information that 
can be used for identity theft. 
• Identity theft victims experience 
adverse mental and physical 
effects during and after their 
ordeal.
• Companies like Microsoft, 
Facebook, Capital One, T-Mobile, 
and many others experienced 
significant data breaches last year. 
Hackers also exposed information 
in government systems such 
as the Maryland Dept. of Labor, 
Los Angeles County Department 
of Health Services, the United 
Nations, and even the U.S. 
Defense Information Systems 
Agency that employs over 8,000 
military and civilian employees.  

THE PROLIFERATION OF 
PRIVACY REGULATIONS

Protecting personal privacy is 
not a new concept. In the United 
States, laws like the Privacy 
Act of 1974  and Electronic 
Communications Privacy 
Act of 1986 placed rules and 
restrictions on federal agencies 
about the collection, use, and 
distribution of information about 
individuals. HIPAA, enacted 
in 1996, established privacy 
standards for private healthcare 
information that exists in both 
physical (paper) and electronic 
form. The Children’s Online 
Privacy Protection Act of 
1998 (COPPA) instituted rules 
governing the privacy policies of 

websites to prevent the internet 
collection of data from children.

 A major shift to the future of 
data privacy happened when 
the GDPR went into effect in 
May 2018. Older privacy acts 
dealt with the ways companies 
and organizations protect 
consumers’ personal data, but 
not how that data could be used. 
The GDPR’s purpose is to give 
each individual control over 
their personal data by regulating 
how a company or organization 
may process, protect, and 
use that data. Companies and 
organizations that do not comply 
with the GDPR face penalties of 
up to €20 million ($23 million) 
or 4% of their annual revenue. 
Though the GDPR is a regulation 
of the European Union (EU), 
it also impacts any company 
or organization in the world, 
including the United States, that 
receives and processes data 
from EU individuals. 

The GDPR has spurred on 
the creation of similar privacy 
protection acts from various 
states across the United 
States. California used the 
GDPR as a guide to craft its 
CCPA (California Consumer 
Privacy Act). While it isn’t the 
first state to enact new privacy 
acts (Nevada was ahead of 
California by six months), the 
CCPA has been a template 
that other states have used to 
update, enhance, or create their 
personal information privacy 
regulations. 

The proliferation of privacy 
regulations in the U.S. is on 
the rise. More states and even 
the federal government are 
introducing bills that contain 
similar regulations focused 
on the rights of consumers to 
control the collection, use, and 
distribution of their personal 
information. Some of those 
include:  

COMPLIANCE REGULATIONS: 
MORE THAN GDPR IN 2020

  05 | 20 workflowOTG.com  25



• WPA  
Washington (State) Privacy Act
• TPPA 
Texas Privacy Protection Act
• Pennsylvania House Bill 1049
• CDPSA 
Consumer Data Privacy and 
Security Act of 2020 (A federal 
regulation with a draft bill possible 
by August 2020) 

According to a recent Ponemon 
Institute report “Keeping Pace 
in the GDPR Race: A Global 
View of GDPR Progress in 
the United States, Europe, 
China and Japan,” 30% of 
U.S. companies surveyed said 
they were not confident in their 
ability to respond to a data 
breach covered by the GDPR. 
The study also uncovered that 
45% of U.S. respondents said 
they experienced cyberattacks 

that, under the GDPR, would 
have needed to be reported. Both 
statistics were the highest out of 
all countries participating in the 
study. 

IMPLICATIONS  
FOR U.S. COMPANIES  
AND ORGANIZATIONS

Most of the new and proposed 
privacy regulations in the United 
States are modeled after the 
GDPR. Some even propose 
a slightly broader reach. The 
Ponemon study indicates that 
many U.S. companies are not yet 
confident in their ability to comply 
with the personal information 
protection and reporting standards 
now in place or proposed in this 
country. 

Companies and organizations 
need to study their processes 
and workflows to identify what 
personal data they gather from 
customers, where it is gathered, 
how it is used, how it is stored 
and when it is destroyed.  This 
can be done through an audit 
or DPIA (data protection impact 
assessment). Once a DPIA is 
completed, companies and 
organizations can use the results 
to go through a quick GDPR 
checklist and determine how well 
the company performs in the 
following key areas:
• Is the company privacy policy 
transparent to customers? Does 
it outline how the company 
collects, why it collects and 
how the collected personal 
information is used and 
distributed?

REGULATION REGION OR 
STATE

WHO NEEDS TO COMPLY? 
POSSIBLE PENALTIES FOR NON-COMPLIANCE EFFECTIVE DATE

GDPR 
General Data Protection 

Regulation
EU

Who:
  •  Any organization processing personal data of EU residents
Penalties:
  •  Up to $22 million, or 4% of annual global revenue, whichever is greater.

May 2018

NPICICA 
Nevada Privacy of Information 
Collected on the Internet from 

Consumers Act

NV

Who:
  •  Websites or online services operated for commercial purposes and that collect 
personal information from Nevada consumers for sale to another person or per-
sons (financial institutions subject to GLBA (Gramm Leach Bliley Act) are exempt).
Penalties:
  •  Up to $5,000 per violation (per user/individual) or permanent injunction against  
the company.

October 2019

SHIELD
Stop Hacks and Improve  

Electronic Data Security Act
NY

Who:
  • Any person or business that owns or licenses computerized data that includes  
private information of a New York State resident.
Penalties:
  •  $20 per failed notification (per individual)
  •  Maximum penalty of $250,000.

March 2020

CCPA
California Consumer  

Privacy Act
CA

Who:
  • Organizations processing information on California residents or doing business  
in California if one or more of the following are met:

 ― Have annual gross revenues of more than $25 million
 ― Buys, receives, or sells personal information of 50,000 or more consumers,      
      households or devices
 ― Derives 50% or more of annual revenue from the sale of consumer’s 
      personal information

Penalties:
  • None specified

July 2020

Act to Protect the Privacy of 
Online Consumer Information ME

Who:
  • Applies only to broadband providers operating within Maine when providing 
services to individuals physically located in Maine.
Penalties:
  • None specified

July 2020

Some of the privacy acts already in place or scheduled: 
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• Are security measures and 
policies in place to protect 
customer information (such as 
encryption, pseudonymization, 
etc.)? Are employees aware of 
the policies? Is there a process in 
place to carry out an assessment 
and contact authorities and 
customers if, and when, a data 
breach occurs?
• Is there a designated person 
or team responsible for GDPR 
compliance in the company? Are 
there security agreements in place 
with any third parties that process 
or handle customer information?
• Do company policies and 
processes make it easy for 
customers to exercise their privacy 
rights to request and receive all 
information the company has 
about them, correct or update 
information, object to how their 
personal information is used, 
and have all personal information 
deleted (the right to be forgotten)? 

Following the GDPR guidelines 
and checklist is a good start. 
Each new state privacy regulation 
may be slightly different but the 
GDPR provides a good baseline to 
measure company preparedness 
for any new local information 
privacy requirements. 

Putting technology to work 
will also make it easier for an 
organization to comply with many 
of the requirements in these new 
regulations. Digitizing workflows 
and reducing reliance on paper 
forms and records allows an 
organization to use information and 
content management solutions 
to collect, recognize and manage 
customer data with “privacy 
by design” in mind. The use of 
encryption pseudonymization and 
other security features of devices, 
software, and cloud services help 
protect customer information as 
soon as it is collected. Artificial 
intelligence and machine learning 
can more efficiently identify 
sensitive customer data and 

ensure it is adequately protected. 
Advanced tagging and metadata 
technology make searches and 
discoveries of data easier to meet 
customer requests for copies 
of their data or deletion of their 
information. Process analytics 
provide a way to more quickly 
identify when a breach happens 
and put their impact mitigation and 
reporting process in action.  

FOR TECHNOLOGY AND 
SOLUTION RESELLERS

The proliferation of privacy 
regulations and the persistent lack 
of confidence in U.S. companies to 
meet their requirements shows that 
businesses and organizations need 
the expertise to help them achieve 
necessary compliance. The cost 
of that expertise and solutions is 
minimal compared to the potential 
penalties and loss of business 
costs an organization can face if 
found noncompliant. Because of 
this, there is ample opportunity 
for solution sales professionals to 
engage in security and compliance 
conversations with prospects and 
customers.

Understanding the GDPR 
and new U.S. regulations that 
apply to their marketplace 
allows technology and solution 
resellers to educate their solution 
sales professionals on the type 
of services, technologies, and 
solutions that can help their 
customers meet compliance 
requirements. The solutions should 
help protect customer information 
and help provide a backbone 
for cyberattack mitigation and 
reporting.  

Services can include security 
audits, conducting a DPIA and 
best practice consultation. Also 
worth offering are configuration 
services that enable security 
features on hardware and 
software to employee and 

compliance officer training 
and complete data discovery 
services. Using the variety of 
technology products and cloud 
services now available, solutions 
can be created that automate 
and standardize data collection, 
information extraction, tagging, 
storage and search functions 
to better manage information 
workflow and processes that 
comply with customer privacy 
needs. Having a holistic view 
of how products, software, and 
services work together within 
the organization’s workflows and 
processes will establish a solution 
sales professional as a trusted and 
strategic advisor to a company 
developing their compliance 
solution. This positioning 
strengthens the customer and 
seller relationship creating a 
nearly unbreakable competitive 
advantage.

IT WON’T EVER BE “DONE”

Washington State Senator 
Reuven Carlyle said, “I don’t 
think that we’re ever going to be 
done dealing with the regulatory 
framework of consumer data and 
the issue of privacy. We’re living 
in a new era.” This new era puts 
new pressures on businesses and 
organizations to safeguard not only 
their own data but their customer 
and client data. The need for 
closer partnerships between 
businesses and organizations 
with trusted solution providers 
will continue. Clearly, GDPR was 
just the start. The work of privacy 
protection does not appear to ever 
be “done.”  

Tom O’Neill is a senior 
analyst for BPO Media.
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THE COMING TOGETHER OF 
CONTENT MANAGEMENT, 

DIGITIZATION AND AI
By  Michael Reiserer, EASY SOFTWARE

Content is at the core of every business process these days. That’s because there’s 
genuine scope for transforming and radically upgrading the customer experience 
when data, drawn together from multiple sources, is turned into an input to inform and 
trigger a business action. That’s even more useful when it allows human involvement to 
become strategic rather than instrumental.  
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Artificial intelligence, in the 
form of neural networks/machine 
learning technology, offers a lot 
of potential here as a way to 
trigger that. That’s because of 
its ability to discern connections 
between related data, recognize 
context, and complete routine 
processes while flagging or 
escalating anything which seems 
outside of the ordinary.

Take a seemingly basic process 
such as invoice approvals and 
processing. Train the system to 
recognize the invoice cycle, the 
amounts involved, and to cross-
check the billing with materials 
received, and expensive human 
involvement can be reserved for 
managing exceptions; i.e., for 
those occasions when dates or 
figures do not tally, or there is 
no record of goods having been 
ordered or received. 

In such cases, the AI-enabled 
system would spot the discrepan-
cy and raise an alert. As a result of 
this kind of very practical AI-pow-
ered automation, work begins to 
flow more speedily and consis-
tently, and so the business is able 
to make better use of precious 
human assets.

NEW, BETTER CX

The move from traditional content 
management/business process 
management workflow scenarios 
to these Al-based benefits is a 
significant one. Nonetheless, it’s 
not a huge effort for organizations 
to realize. It means first that the 
organization needs to be able 
to extract meaningful data from 
documents, and second, it needs 
to be able to identify and link this 
information with other related data 
held in adjacent business/custom-
er systems.

It is actually only through this 
integrated and smarter process 
management approach that 
organizations can initiate the real 
advances with process improve-
ments – not merely accelerating 
processes, or delivering them 
more cost-efficiently, but unlock-
ing the capacity to offer new and 
better experiences, for all your key 
stakeholders.

This may appear lofty, but we’re 
actually referring to very practical 
problems. In the highly competi-

tive retail world, let’s consider the 
example of a major retailer, whose 
brand differentiation depends 
in part on its particular blend of 
products from both big-name 
brands and niche small suppli-
ers. Those smaller suppliers may 
be more vulnerable to cash flow 
problems, therefore relying on 
customers to pay promptly. Yet 
niche vendors are also the most 
likely to submit paper invoices, 
even handwritten paperwork, 
which is not as easy to process 
by electronic accounts payable 
systems. 

This can cause delays in au-
thorization and processing, 
threatening supply and straining 
critical relationships, especially if 
the retailer’s reputation becomes 
tarnished, because of these slow 
payments. A smart invoice pro-
cessing system will really help 
here, as it can recognize all forms 
of invoice and extract data reliably 
from them, ensuring that everyone 
in the chain from maker to buyer 
is treated fairly, and reputations 
and relationships remain intact.

Once companies can extract 
data from invoices and combine 
this with information stored in 
other systems, or out in the wider 
world, they can make smarter 
buying decisions too, in line with 
internal KPIs. It also becomes 
easier to compare what you are 
paying for utilities with amounts 
paid by other similar-sized busi-
nesses, for example. This intelli-
gence can be used to navigate a 
better deal with a relevant partner, 
adding yet more value throughout 
the business ecosystem.

STRATEGIC 
INTELLIGENCE

Large enterprises may have huge 
resources at their disposal for op-
timizing procurement and perform-
ing detailed business analytics. 

THE COMING TOGETHER OF 
CONTENT MANAGEMENT, 

DIGITIZATION AND AI
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But smaller organizations tend to 
have fewer people and resources 
to draw on, and turning regular 
business documents and trans-
actional information into strategic 
intelligence can be extremely em-
powering for these companies. 

It can also help to inform better 
decision making, by providing 
proper evidence-based cases for 
decisions. And when businesses 
become data-enabled and da-
ta-driven, the potential for creat-
ing truly innovative experiences is 
significant.

TESTING THE WATERS

Yet organizations do not have to 
go this far to exploit the broader 
benefits of process transforma-
tion enabled by more connected 
and intelligent content and data 
handling. In fact, it is a much safer 
bet for companies to start small in 
their ambitions to become smarter 
and more data-driven businesses, 
experimenting with the possi-
bilities in a discrete area of their 
operations. If not invoice manage-
ment, then HR content and pro-
cess management, or contracts 
management. 

Focusing in one defined area, 
companies can determine the 
possibilities for smart automa-

tion and digital self-service, and 
build confidence, so that they 
are later able to try bolder trans-
formations, such as creating 
new value-added services and 
business models. To maximize 
your chances of success here, 
consider content/digital process 
management platforms that sup-
port multi-channel experiences, 
allowing different kinds of users 
to access and interact with the 
information and micro-services 
they need, wherever they are and 
whatever device they are using. 

Instead of a prospective busi-
ness customer having to fill in a 
form to request a call-back from 
their supplier, the supplier makes 
it possible for them to enter the 
request straight into an individu-
al’s online calendar. Finally, don’t 
delay process digitization proj-
ects, as organizations risk being 
overtaken as their competition roll 
out new and better brand expe-
riences, from faster and more 
responsive versions of tradition-
al services, to pioneering new 
self-service apps.

Our prediction is that within a 
short time, intelligent data-driven 
processes will handle the ma-
jority of standard transactions, 
while people’s interaction with 
firms (whether they are custom-
ers, employees or suppliers) will 

become more light touch, slicker 
and more natural – via whichever 
channel the individual prefers to 
engage on.

This doesn’t mean that organi-
zations need to radically overhaul 
their processes and technology 
infrastructure instantly, but rather 
that they should embark on the 
process of sketching out a goal 
for data-driven transformation. It 
should be one that can be carried 
out gradually, as the business 
gains assurance in the possibili-
ties and its ability to alter the way 
it functions.

Ensuring any content man-
agement partner is on the same 
journey is crucial too. That means 
finding a technology or integration 
vendor which is following its own 
data-driven transformation ap-
proach and which can support the 
organization through its journey. 
This is the way data can really do 
what you want it to: improve the 
stakeholder experience.  

IT IS A MUCH SAFER BET FOR COMPANIES 
TO START SMALL IN THEIR AMBITIONS TO 
BECOME SMARTER AND MORE DATA-DRIVEN 
BUSINESSES, EXPERIMENTING WITH 
THE POSSIBILITIES IN A DISCRETE AREA 
OF THEIR OPERATIONS. 

Michael C. Reiserer is head 
of sales, Germany, and 
digital evangelist for EASY 
SOFTWARE.
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STAYING CYBER-SECURE 
WHILE WORKING 

FROM HOME
By  Kevin Craine for Workflow

In just a few short weeks the world changed. The worldwide COVID-19 pandemic 
shut the doors on business, put economies in free fall, and paused people’s lives as 
countries across the globe deal with the contagion. The implications are still unfolding, 
but for now we’re all working hard to keep our loved ones safe and somehow keep 
business moving forward.  
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The coronavirus crisis has 
forced most people to work 
remotely. Oracle, Apple, Goo-
gle and Amazon are among the 
largest global companies that 
restricted travel and asked their 
employees to stay home. Near-
ly all organizations (97%) have 
canceled work-related travel, an 
80% increase since March 3. And 
across the world, as leaders con-
tinue to evaluate the path forward,  
businesses of all sizes and types 
are rethinking the workplace and 
requiring employees to stay put in 
precaution against the disease. 

A DIFFERENT KIND  
OF VIRUS SCARE

But there’s more to worry about 
than the virus itself. Hackers have 
wasted no time figuring out how to 
exploit COVID-19 and the fact that 
most workers are working from 
home. There has been a dramatic 
uptick in cyberattacks trying to 
take advantage of the coronavirus 
outbreak. Indeed, while you are 
trying to avoid getting infected 
with a real virus, cyberthieves are 
trying to infect your devices with 
computer viruses aimed at gaining 
access to personal and private 
information. 

Cyberthreats, including phishing 
scams and malicious code, are 
spiking as online criminals take 
advantage of the coronavirus to 
attack vulnerable remote systems. 
According to global information se-
curity firm Zscaler, the number of 
attempted data security hacks 
increased 20% in March. This 
number is on trend with similar and 
steady increases since January. 

THE C-SUITE 
IS CONCERNED

The increased risk has captured 
the attention of C-suite executives. 

More than one-third of senior 
technology executives surveyed 
by CNBC say that cybersecu-
rity risks have increased as 
a majority of their employees 
work from home. About 85% of 
companies surveyed say that at 
least 50% of their employees are 
now remote, and cyber concerns 
are running high as a result. Busi-
nesses should anticipate that bad 
actors will assume that people 
aren’t manning the gates, provid-
ing them with an opening. 

DON’T FALL PREY 
TO A HACK

One of the fastest-growing tactics 
is to use the coronavirus crisis 
as a ruse. Hackers lure victims 
with the promise of information 
or protection from COVID-19. 
One example is an email where 
a sender, pretending to be from 
the Centers for Disease Control 
and Prevention, urges a recipi-
ent to open a link. This link then 
deploys malware that invades the 

receiving device, looks for securi-
ty vulnerabilities, and ultimately is 
used to gain access to connected 
networks and information. 

Another scam involves pointing 
people to an online map that pur-
ports to track COVID-19 cases, 
but actually steals usernames, 
passwords and credit card num-
bers stored in your browser. The 
“Coronavirus map” plays on peo-
ple’s emotions and anxiety, caus-
ing us to act more recklessly than 
we might do otherwise. Hackers 
have quickly taken advantage of 
this vulnerability.

Bad actors are also acting like 
common services that are now 
on the minds and on the devices 
of people sheltering in place. This 
comes in the form of both email 
and text messages that appear 
to be from legitimate sources but 
are not. Watch for bogus out-
reach from content providers like 
“Netflix,” “Hulu” and “Amazon,” 
and loan providers like “Chase.” 
Check the return addresses and 
links. And if it seems odd that you 
are getting the message, it is.

STAYING CYBER-SECURE 
WHILE WORKING 

FROM HOME

MORE THAN ONE-THIRD 
OF SENIOR TECHNOLOGY 
EXECUTIVES SURVEYED 
BY CNBC SAY THAT 
CYBERSECURITY RISKS 
HAVE INCREASED AS 
A MAJORITY OF THEIR 
EMPLOYEES WORK 
FROM HOME. 
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WHAT CAN 
BUSINESSES DO?

If you have workers at home, be 
extra vigilant and warn employees 
to be aware of the wide variety 
of devices connected to home 
networks. Smart thermostats, 
gaming consoles, baby monitors, 
TVs, and possibly even cars all 
could be vulnerable points of 
cyberattack. The best defense is 
to make sure they are protected 
with a strong password and have 
had all system updates applied.

Hackers know full well that home 
networks aren’t as secure as those 
in offices. Employers should work 
with employees to shore up their 
defenses. Home Wi-Fi most often 
doesn’t have the same security 
in terms of firewalls and anomaly 
detection monitoring that exists 
in corporate environments. Even 
corporate remote VPNs are open 
to increased vulnerabilities. Most 
organizations simply did not an-
ticipate the vast majority of their 
employees would all have to work 
from home all of a sudden. Now 
is the time to stress-test systems 
before falling prey to an attack. 

WHAT DO WORKERS DO?

As more people work from home 
and anxiety mounts, expect cyber-
attacks of all sorts to take advan-

tage. Here are three expert cyber-
security tips for home-working.

1. Use Multifactor Authentica-
tion. You can provide enhanced 
security using multifactor authen-
tication, a system that verifies a 
user’s identity by requiring mul-
tiple credentials. These typically 
include several things: something 
you know (a password), some-
thing you have (a key fob or a SIM 
card), and something specific to 
you (a thumb print, a location, or 
a specific time). By adding these 
additional layers of security you 
make it harder for bad guys to log 
in as if they were you.

2. Use a Virtual Private Net-
work. Having a VPN that sits on 
your PC, laptop, or mobile device 
creates an encrypted network 
connection that makes it safer for 
workers to work from home. Once 
connected, employees are able to 
access company resources and 
information on the network just 
as if their devices were physically 
plugged in at the office. While 
you are connected the data sent 
back and forth through your Wi-Fi 
is protected by encryption and 
security protocols to help keep it 
private and secure.

3. Use the Company Computer. 
It may be tempting to use your 
smartphone and your home 
computer as you work remotely, 

especially as you “multitask” be-
tween binge-watching Netflix and 
checking the news. But experts 
stress that workers should con-
duct work from home using only 
IT equipment provided by em-
ployers. The reason for this is that 
there is often a range of software 
installed in the background that 
keeps data secure. If a security 
incident took place on an employ-
ee’s personal device, the organi-
zation – and the employee – may 
not be fully protected.

MOVING FORWARD

The coronavirus is hitting the 
world’s economy hard, creat-
ing great uncertainty for both 
employees and employers. To 
make matters worse, information 
security is also at increased risk. 
With luck, we’ll be successful in 
outlasting the effects of Covid-19 
on business and society, but it will 
clearly take time. While you work 
to reduce your risk of infection 
during the pandemic, be careful 
to attend to the increased cy-
ber-risks that have emerged. Stay 
vigilant yet optimistic, and we’ll all 
get through this together.  

HOME WI-FI MOST OFTEN DOESN’T HAVE 
THE SAME SECURITY IN TERMS OF FIREWALLS 
AND ANOMALY DETECTION MONITORING 
THAT EXISTS IN CORPORATE ENVIRONMENTS.

Kevin Craine is the 
managing director of Craine
Communications Group.
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In this fast-paced, high-stakes 
world, it’s not enough to be 
successful today. 
Your business customers need 
you to provide technology 
solutions that will keep them on 
top next week, next year, and 
beyond. Join other tech 
innovators and thought leaders 
online for three inspiring days of 
learning, collaborating, 
partnering and developing the 
tools necessary to grow 
business—today and tomorrow.

AUGUST 4-6 | DIGITAL EVENT

REGISTER TODAY

Registration is FREE and open to 
anyone in the business of technology!

https://www.comptia.org/channelcon


ABBYY" 
Transforming Business Documents into Business Value 

Download our free white paper to learn more 
about how you can elevate your business within 
this information-driven economy. 

www.ABBYY.com/BPO 

www.ABBYY.com 

https://promo.abbyy.com/usl-wp-bpo-robotic-info-cap.html


HERE’S TO 

THE 
FEARLESS

People who see opportunity. 
People who face challenges head on.  
People like you.  
 
Today’s businesses are deluged with  
unprecedented change, as technology  
alters the world we live and work in.  
Artificial intelligence, the Internet of  
Things, Cloud Computing are helping  
businesses grow – while simultaneously 
bringing risk and security concerns.
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At Konica Minolta, we have developed a  
comprehensive portfolio of  IT Security  
Services specifically designed to help you  
give your customers peace of mind. We focus  
on developing solutions that keep networks  
safe and secure; so you can focus on delivering  
what your customers need most: unwavering 
confidence in their technology.

The future is closer than you think.   
Are you ready for it?  
 
Let’s get the future working better.

Learn more at reshapework.com
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https://kmbs.konicaminolta.us/kmbs/technology/workplace-of-the-future
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