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SOMETIMES IT FEELS like 
we’ve talked the security and 
compliance issue to death. And 
yet, new threats arise every day, 
and new issues around data pri-
vacy abound. Just the subject of 
vaccinations is enough to create 
debate around the topic of priva-
cy. But honestly, what is privacy? 
Does anyone who spends any 
time connected to the internet in 
any way have privacy? 

Probably not. And here is my 
left-field example for the month: 
The Unabomber. Ted Kaczynski 
was famously anti-technology 
– to the point of sending parcel 
bombs to scientists and others 
whose work he felt promoted an 
industrial society. He lived off the 
grid with no electricity. He wrote 
a manifesto rallying against the 
dangers of an industrial society. 
And then? He demanded the 
Washington Post and New York 
Times publish it.

As soon as that manifesto was 
out – as soon as he gave up that 
bit of privacy – his brother recog-
nized the writing style, and thus, 
the Unabomber was captured.

OK, this is pretty extreme, but 
also consider this: Kaczynski 
carried out his attacks in the 80s 
and early 90s and was captured 
in 1996. His “data leak” took 
place in print. It was slow and 

unsophisticated by today’s stan-
dards – but all it took was that one 
piece of personal information. 

As we all know, data privacy 
in the age of the internet is an 
entirely different story. Our data is 
out there. Just Google yourself. 
Go ahead, I’ll wait. Or actually, I’ll 
search my own name.

Fortunately for me there are 
several people out there who 
share my name who are far more 
accomplished than me, and I 
don’t show up until Page 3. But 
that’s with no supporting infor-
mation, just my name – add in 
“Workflow” and there I am. Add 
in the city I live in and there’s my 
street address, phone number, 
several email addresses rang-
ing from current ones to ones 
I haven’t had in a couple of 
decades, and relatives I’m pretty 
sure I don’t have at all, proving 
the internet isn’t perfect, but it’s 
pretty damn scary. Also, please 
excuse me while I go opt out of 
some of these sites.

As you can see, trying to en-
sure data privacy in the age of the 
internet is a fool’s errand. All we 
can do is keep our data as secure 
as possible.

And that is the crux of the issue 
– the difference between data se-
curity and data privacy. They are 
not the same, and understanding 
that is key to doing business in 
a world increasingly concerned 
about both.

Don’t worry, there won’t be any 
further Unabomber references 
in this issue  — just a lot of great 
information about security and 
compliance. Enjoy! We’ll know 
what you’ve read.

[Insert evil laugh here].

EDITOR’S LETTER
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SHOULD YOU
BE SELLING

MORE SECURITY?
ANALYSTS SAY THAT SELLING SECURITY ACTS AS 
A REVENUE BUFFER DURING TOUGH ECONOMIES. 

By  Christina Robbins, Digitech

As we begin to pick ourselves up and brush off the dust of the COVID-19 pandemic, 
many of us are assessing our businesses to see where revenue declined versus 
areas where it may have stayed the same or even grown. The good news is, that in 
typical fashion, the technology industry as a whole fared better than other areas of 
the economy last year. The move to remote work drove many of these information 
management purchases as businesses first scrambled to put urgent solutions in 
place and then second as they settled into the long-term reality of our work from 
home (WFH) arrangements and began to seriously vet and choose technologies 
that will work well for many years to come.  
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But remote work also brought 
new concerns about information 
security. The Ponemon Institute 
has conducted annual Cost of 
a Data Breach studies since 
2005, and they’ve consistently 
reported concerning trends 
toward bigger and costlier data 
loss. Digitization and Enterprise 
Content Management (ECM) 
can help organizations protect 
their information—no matter 
where their employees are 
working. In today’s economic 
climate, if you’re not marketing 
your security expertise, you 
should be!

WE’RE NOT GETTING 
BETTER AT THIS 

The 2020 Ponemon report, 
created in partnership with 
IBM Security, studied 524 
organizations. Among dozens 
of insights provided by their 
analysts, the following paint a 
grim picture of how companies 
are really doing when it comes 
to cybersecurity:  

• The average breach 
compromised 26,438 records at 
a cost of $3.86 million. 

• The average cost of a data 
breach has increased by 10% 
since 2014. 

• Customer records made up 
80% of lost data, resulting in 
40% of the overall cost of the 
breach as diminishing consumer 
confidence led to lost business 
extending years beyond the 
breach itself.  

• It takes a typical company 
approximately 280 days to 
discover and mitigate a data 
leak. 

• United States healthcare 
companies are at the highest 
risk of experiencing a breach. 

• Human error accounts for 
23% of breaches — a portion 
they expect to increase in the 
2021 figures due to the rise 
in the number of employees 
working remotely. 

What does this mean for 
you? Energy, healthcare, 
and retail should be target 
markets for you this year, since 
they are the industries most 
commonly affected by data 

breaches. Since 46% of survey 
respondents believe data 
breaches and cybersecurity is 
the responsibility of the Chief 
Information Security Officer 
(CISO), you should target 
security-focused marketing 
campaigns at this level. You’re 
reaching out to individuals who 
already have concerns about 
data protection at the forefront 
of their job responsibilities, 
increasing the chance that your 
message will gather interest and 
lead to sales engagement.  

REMOTE WORK RAISES 
NEW CONCERNS 

Whether intentionally careless 
or poorly trained, 34% of 
breaches involve a company’s 
own employees. But this 
number reflected a year when 
most individuals worked from 
offices, where information 
was protected by company 
networks and firewalls. What do 
the analysts expect to happen 
now that so many of us work 
from home?

The timing of the 2020 
report allowed the Ponemon 
Institute to send some “bonus” 
questions related to the 
widespread move to remote 
work. They found that 76% of 
respondents believe WFH will 
make it harder to identify and 
mitigate data leaks, and 70% 
believed it would increase the 
overall cost of a breach to an 
average of $4.0 million.

Their recommendation was to 
“use tools that help protect and 
monitor endpoints and remote 
employees.” ECM is one of 
these technologies, because it 
can apply security to information 
even when it’s accessed outside 
a company’s network. 
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DON’T OVERCOMPLICATE 
IT FOR CUSTOMERS

For many small to medium-
sized businesses (SMBs), data 
security is frightening and it 
can easily feel overwhelming. 
Human nature leads us to avoid 
things that are overly complex, 
so the best thing you can do 
to position your cybersecurity 
expertise is to keep it simple. 
For most buyers, you’ll want to 
focus on a few key capabilities 
that are essential for protecting 
sensitive information. In most 
cases, the only time you 
should dive deeper is when 
speaking with the CISO, IT, or 
other technologically savvy 
individuals responsible for the 
details of a company’s security 
plan.

In your sales and marketing 
efforts, focus on just a few 
security features, such as the 
following: 
 
Automated records retention. 
Those of us who have worked 
in the information management 
industry for a while sometimes 
forget just how important 
records retention is for 

compliance and risk mitigation 
for our customers. When 
records remain in multiple 
redundant locations and 
systems or when they don’t get 
properly deleted once a required 
retention period has passed, 
they are vulnerable. These 
improperly managed records 
can be compromised during a 
data breach, which increases 
the potential cost to the 
company. The Ponemon report 
explains why records retention 
management is so important. 
Appropriate management and 
timely deletion of records will 
“reduce the volume of sensitive 
information that is vulnerable to 
a breach.” 
 
WFH requires encryption. 
Most document management 
systems include data encryption 
in their security toolkit. However, 
some only encrypt records 
while they are being retrieved 
from or uploaded to the 
system. In today’s remote work 
environment, that is simply not 
good enough. Data must also be 
secured when it is simply being 
stored at rest in the system. 
Most people understand this 
principle, so highlight the 
ability of your offerings to 

encrypt information both during 
transmission and at rest. 
 
A data classification schema 
offers protection. Another 
security feature called out 
by the Ponemon Institute is 
what they refer to as a data 
classification schema. Again, 
our familiarity with ECM may 
mean we forget just how 
important the organization 
of the records we store can 
be. But consider how version 
control and index values 
intersect security to keep 
information safe. Password 
protected access and 
context-sensitive restrictions 
are critically important with 
today’s distributed workforce. 
We’re all familiar with general 
password guidelines (set 
strong passwords, do not 
share them across a team, 
expire passwords frequently, 
etc.), but did you know that 
index values can protect 
sensitive information? Many 
ECM systems make use of 
index values to offer the ability 
to fine-tune security to only 
the projects or documents 
essential to each employee’s 
job responsibilities. 

SECURITY HELPS  
YOU TOO

If you haven’t been highlighting 
information security among your 
skills, it’s time to shine a light on 
this area of expertise! A small 
shift in your sales and marketing 
messaging could reap big 
rewards for your business.  

MOST DOCUMENT MANAGEMENT 
SYSTEMS INCLUDE DATA 
ENCRYPTION IN THEIR SECURITY 
TOOLKIT. HOWEVER, SOME ONLY 
ENCRYPT RECORDS WHILE THEY 
ARE BEING RETRIEVED FROM  
OR UPLOADED TO THE SYSTEM

Christina Robbins is director 
of strategic communications 
at Digitech Systems LLC.
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CYBERSECURITY IN 2021
Industries Weather the Impact of the Pandemic 

and Prepare for the New Normal 

By  Kevin Craine for Workflow

Cybersecurity was a pressing concern even before COVID-19. Now, organizations 
everywhere must prepare for a new normal that includes increasingly sobering 
threats to data security.   
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Over the past several 
months, cyber thieves have 
become skilled at exploiting 
the fact that remote workers 
and home networks aren’t as 
secure as those in corporate 
offices. Hackers know full 
well that most organizations 
are working with a patchwork 
of work-from-home workflow 
approaches and strategies, 
and there has been a dramatic 
uptick in cyber-attacks as a 
result. Even the most tech-
savvy organizations fall prey: 
Twitter, Marriott, MGM, Zoom, 
and Magellan Health are just a 
few hit in 2020.  

Should you be worried? 
Experts tell us that when 
it comes to experiencing a 
data breach, the question 
is not if it will happen, 
but when. In fact, 53% of 
respondents to ISACA’s 
State of Cybersecurity 2020 
report expect a cyberattack 
within 12 months. Globally, 
cybercrime damages are 
expected to reach $6 trillion 
by 2021. Consider that the 
chances of being struck by 
lightning this year are about 
one in a million. Experts put 
the odds of your organization 
getting hacked this year as 
high as 1 in 4.  

 

KEY INDUSTRIES  
MOST VULNERABLE  
TO CYBERATTACKS 

While cybercriminals seldom 
discriminate, experts point to 
these top industries that may 
be more vulnerable than others.  

HEALTHCARE 

Healthcare organizations 
continue to be a top target of 
data hacks and cybercrime.  
According to the 2020 
Healthcare Data Breach 
Report, the healthcare 
industry saw a 25% increase 
in breaches last year. Indeed, 
more large healthcare data 
breaches were reported 
in 2020 than in any other 
year and healthcare data 
breaches have doubled since 
2014. This doesn’t mean that 
healthcare organizations 
are somehow negligent, 
indeed, the opposite is true. 
It has more to do with the 
value of healthcare data 
than the state of security 
in the industry. Healthcare 
institutions are acutely 
susceptible because bad 
actors highly prize the 
valuable personal data that 
providers store and process. 

FINANCE 

It’s no surprise that 
cybercriminals target data 
from the banking and 
financial sector — it’s all 
about following the money, 
and financial institutions 
are being bombarded as a 
result. According to Keeper 
Security, 70% of financial 
service firms experienced 
a successful cyberattack 
last year, and most blame 
COVID-related conditions 
for the incident. The rapid 
shift to remote working 
provided cybercriminals 
with an opportunity to target 
remote workers. In a poll 
of IT security leaders in the 
sector, over half said that 
cyberattacks are increasing 
as a result of work-from-
home; 41% argued that 
remote workers are putting 
the firm at risk of a major 
data breach.  

THE HEALTHCARE INDUSTRY 
SAW A 25% INCREASE IN 
BREACHES LAST YEAR. MORE 
LARGE HEALTHCARE DATA 
BREACHES WERE REPORTED 
IN 2020 THAN IN ANY OTHER 
YEAR AND HEALTHCARE DATA 
BREACHES HAVE DOUBLED 
SINCE 2014.
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GOVERNMENT 
AGENCIES 

There was a 278% rise in 
government cyberattacks 
in 2020. Breaches often 
sought to control and gain 
information from government 
websites, giving hackers 
control of the attacked 
website as well as access 
to the operating system 
and all files on the server. 
If you assume that the 
most vulnerable targets 
are primarily smaller 
municipalities with outdated 
systems, you’d be right, but 
even the most secure federal 
agencies are at risk. In one 
of the most sophisticated 
and largest attacks to date, 
Russian hackers broke into 
a range of key United States 
Government networks, 
including in the U.S. Treasury 
and Commerce Departments. 
They had free access to 
government email systems, 
and a number of national 
security-related agencies 
were also targeted. While it’s 

not clear whether the hacked 
systems contained any highly 
classified material, it’s clearly 
a red flag for national security. 

SMALL AND MEDIUM- 
SIZED BUSINESSES 

Although big breaches at 
big brands get the spotlight, 
the truth is that the most 
frequent threats have been 
to small and medium-sized 
businesses. According to the 
Verizon Business 2020 Data 
Breach Investigations Report, 
one of the most acclaimed 
cybersecurity reports in the 
industry, almost a third or 
28% of data breaches in 2020 
involved small businesses. 
The report attributes this 
to the movement toward 
the cloud and its numerous 
web-based tools, as well as 
the continued rise of social 
attacks. The results can be 
devastating. The average cost 
for a SMB cyber incident is 
$3.62 million and analysts 
warn that 60% of SMBs will 
fail within six months as a 
result of a cyberattack.   

ACTIONS TO  
TAKE TODAY 

What should you do to ensure 
your organization is following 
best practices in data 
security? Here are five action 
items you can do today. 

1. Implement a formal 
information security 
governance approach. It is 
important to establish and 
maintain a framework that 
provides assurance that your 
information security strategies 
are up to date, being followed, 
and are not allowed to get 
behind schedule.  

2. Use multifactor 
authentication. You can 
provide remote workers 
with greatly enhanced 
security using multifactor 
authentication, a system that 
verifies a user’s identity by 
requiring multiple credentials. 
By adding these additional 
layers of security you make it 
harder for bad guys to log in 
as if they were you. 

3. Update your systems. 
Experts warn that the majority 
of data hacks could have been 
avoided with more prompt 
software patches and system 
updates. Cybercriminals are 
constantly inventing new 
techniques and looking for 
new vulnerabilities, so it 
is important to keep your 
computers, networks, systems, 
and software up-to-date and 
current.  

4. Monitor for threats. Well-
trained users can be your 

ACCORDING TO KEEPER 
SECURITY, 70% OF FINANCIAL 
SERVICE FIRMS EXPERIENCED 
A SUCCESSFUL CYBERATTACK 
LAST YEAR, AND MOST BLAME 
COVID-RELATED CONDITIONS  
FOR THE INCIDENT.
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Kevin Craine is a writer, 
technology analyst, and 
the host of The Digital 
Transformation Podcast. 

COMPANIES ARE ACCELERATING 
THEIR DIGITAL TRANSFORMATION, 
AND THAT JOURNEY BRINGS 
WITH IT NEW AND UNKNOWN 
CYBERSECURITY RISKS.

security front line. This was 
the case recently when an 
outdated version of Windows 
and a weak cybersecurity 
network allowed hackers to 
access a Florida wastewater 
treatment plant’s computer 
system and momentarily 
tamper with the water supply. 
A plant manager who was 
working remotely noticed 
the hack as it unfolded and 
was able to return the system 
to normal before any major 
damage occurred.  

 

 MOVING FORWARD 

The coronavirus pandemic has 
created new challenges for 
organizations in all industries 
and businesses in all markets. 

Companies are accelerating 
their digital transformation, 
and that journey brings 
with it new and unknown 
cybersecurity risks. The 
reputational, operational, legal 
and compliance implications 
are considerable if these risks 
are neglected. Cybercriminals 
are constantly evolving their 
skills and approaches, so 
we must be dedicated and 

vigilant in our efforts. Look to 
thoughtful strategies that rely 
on technology, people and 
expertise to battle the threat.  
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6 WAYS TO ENSURE YOUR 
COPIER AND PRINTER SECURES 

HEALTHCARE DATA

Security breaches create significant problems for any organization. They tax 
resources, put your reputation in danger and, most of all, cost money. Healthcare 
organizations are especially vulnerable to security breaches and often have the 
most to lose. According to the Ponemon Institute, healthcare data breaches cost 
an average $6.5 million — or about $408 per patient record.    

By  Gabriela Garner, Kofax
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Today’s patient lifecycle 
includes more touchpoints than 
ever before. But while electronic 
health records give workers 
more access to relevant patient 
healthcare information (PHI), 
they also raise the risk of a 
security breach. 
There’s a particular chance for 
carelessness or misconduct in 
today’s network of multifunction 
devices (MFDs), which are 
now mainstream in healthcare 
settings. Each time a document 
or form is captured — copied, 
printed, scanned, faxed or 
emailed — patient healthcare 

information is vulnerable to 
human error, theft, or delivery 
of data through noncompliant 
mobile devices. In fact, eight 
in 10 healthcare information 
breaches were caused by 
miscellaneous errors, privilege 
misuse or web applications, 
according to a study by Verizon. 
Six in 10 were caused by 
internal users. But healthcare 
organizations can minimize 
risk and keep data secure on 
MFDs. These intelligent capture 
recommendations are based on 
common scenarios and will help 
you put procedures in place to 

protect your patients and your 
organization.  

1. ESTABLISH USER 
RULES AND WORKFLOWS 

Begin by managing content 
and user access across your 
network of MFDs. Establish 
workflow rules covering 
who can use each device, 
what information should be 
protected, and what information 
can be transferred. Only 
authorized healthcare personnel 
should use your MFDs. Just as 
access to patient information 

6 WAYS TO ENSURE YOUR 
COPIER AND PRINTER SECURES 

HEALTHCARE DATA
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will vary from department to 
department, limits can be set 
on who uses a specific device 
in a certain unit. Each MFD 
should be capable of verifying 
user credentials and permitting 
access based on those rules. 
For instance, you may want to 
limit finance staff to printers 
in the administrative area 
while denying them access to 
devices in patient areas

Workflow rules also make 
it possible to control which 
features and functionalities 
can be accessed by each 
authorized user on a given 
device. When a user attempts 
to use an MFD, they’re 
prompted to enter a pin 
or swipe a card in order to 
verify their credentials. The 
permissions associated with 
that user will determine what 
they’re allowed to do. Only 
certain users, for instance, 
should have the ability to print 
documents containing PHI. 
These rules add another layer 
of protection to personal data.  

Another question to ask 
is whether your MFDs meet 
HIPAA and NIST regulatory 
requirements. HIPAA penalties 
have the potential to reach 
$50,000 per violation, so it’s 

critical to ensure sensitive 
information isn’t shared 
with unauthorized users or 
accessed on non-compliant 
devices.  

2. AUDIT ALL NETWORK 
ACTIVITY 

Today’s mobile healthcare 
staff enables doctors, nurses 
and other staff to provide 
faster care, but it also means 
they often need to access a 
device that isn’t their primary 
or “home” MFD. The workflow 
rules and user authentication 
we just discussed allow 
healthcare staff to use the 
nearest printer, but there’s still 
a risk to the larger organization. 
If a breach does occur, it’s 
harder to identify the source 
when people are constantly 
using different MFDs.

Auditing solves this problem 
by allowing MFDs to pass 
tracking information to a 
database. If a data breach 
occurs, this capability helps 
IT administrators easily 
track down the source, the 
authenticated user, the file 
name and type, and where the 
data was sent.  
Auditing also helps healthcare 

organizations reduce printing 
costs by giving users the 
ability to analyze output and 
assign value for cost allocation. 
Healthcare organizations can 
manage MFD usage, improve 
compliance and maximize print 
cost reductions with rules-
based printing. 

 
3. ENCRYPT ALL DATA 
TRANSFERRED BETWEEN 
DEVICES 

In order to use an MFD to 
print, copy, scan, fax or email 
a document, the device has 
to communicate with other 
devices, servers and third-
party applications. While this 
connectivity improves the 
availability of patient data and 
the overall quality of care, 
it also increases the risk of 
a security vulnerability. The 
data contained in these other 
systems, particularly electronic 
health records, enterprise 
resource planning systems and 
line of business applications, 
contain sensitive data that 
must be protected.  

Encryption helps healthcare 
organizations manage this 
risk. Data must be encrypted 
at rest (on the device itself) 
and in transit (as it moves from 
the MFD to another device, 
network or application). When 
both types of encryption are 
implemented, documents (and 
the sensitive data they contain) 
are kept secure throughout the 
entire patient care lifecycle, 
ensuring documents are only 
visible to authorized users. 
 
4. ENSURE DATA STAYS IN 
THE RIGHT HANDS 

Healthcare professionals are 
entirely mobile as they move 
through your facility. Mobile 
usage increases the speed 

HIPAA PENALTIES HAVE  
THE POTENTIAL TO REACH 
$50,000 PER VIOLATION,  
SO IT’S CRITICAL TO ENSURE 
SENSITIVE INFORMATION ISN’T 
SHARED WITH UNAUTHORIZED 
USERS OR ACCESSED ON  
NON-COMPLIANT DEVICES.
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of care, but it also makes it 
easier for an unauthorized user 
to access PHI. With a secure 
print release workflow, staff 
can send documents to the 
nearest printer, eliminating the 
risk of sensitive information 
languishing unattended — or 
even forgotten — for long 
periods. Micro-card readers 
and mobile authentication 
secure documents and ensure 
print jobs are released only to 
authorized personnel. 

A single, intelligent print 
queue for every employee 
and every printer makes it 
possible for employees to 
pick up a job at any MFD. The 
ability to do this on-demand 
further improves security while 
supporting a mobile workforce. 
As an added bonus, healthcare 
facilities gain a clear picture 
of the document chain of 
custody, which is essential for 
proving compliance with HIPAA 
regulations.  
 
5. AUTOMATICALLY 
MONITOR AND TRACK 
PHI ACTIVITY 

When healthcare organizations 
simultaneously monitor and 
audit their MFDs, they can 
ensure control of patient 
healthcare information before 
it ever gets to its intended 
destination. MFDs can identify 
and, when appropriate, remove 
confidential information before 
a document is printed with 
content filtering and redaction 
capabilities. Data can even be 
removed or added across a 
specified group of documents, 
making it easier and faster to 
secure PHI.

Additionally, MFDs can send 
an alert to the appropriate 
staff member if a potential 
security breach has been 
identified. The issue can be 

investigated immediately, 
enabling organizations to 
be more proactive in breach 
detection and response. 
Precise documentation of 
who has accessed or printed 
information, watermarking 
functionality and digital copies 
of all printed documents 
provide healthcare facilities 
with a clear chain of custody 
and real-time visibility into 
document ownership.  
 
6. SECURE ROUTING 
AND DESTINATION 
WORKFLOWS  

Routing and destination 
workflows for all data 
transmitted across MFDs 
must be standardized and 
secured to reduce the risk 
of a breach. With centralized 
print management and scripts, 
healthcare organizations 
can standardize documents 
across multiple print centers. 
IT departments have the tools 
needed to easily control and 
enforce print, capture and 
routing controls across all 
MFDs, improving data security 
and protecting PHI.  

The capturing of documents 
into a network folder is 
the most common type of 
workflow. It’s also the type of 

workflow that’s most unsecure. 
To eliminate risk, standardize 
and integrate network 
scanning with a print secure 
framework. Network devices 
should be HL7 compliant 
and integrate with electronic 
health records and clinical 
applications. Optical character 
recognition (OCR) of all 
captured documents will allow 
you to search and share data 
securely. In addition, you can 
use APIs to integrate network 
fax servers with business 
applications — enabling the 
secure transfer of sensitive 
information. 

No healthcare organization 
wants patient healthcare 
information exposed to bad 
actors or negligence. By taking 
these steps, you can secure 
your copiers and printers 
and automatically transfer 
data to the right systems. 
With content-aware print 
workflows in place, healthcare 
professionals can begin 
working like tomorrow — 
today.  

ROUTING AND DESTINATION 
WORKFLOWS FOR ALL DATA 
TRANSMITTED ACROSS MFDS 
MUST BE STANDARDIZED  
AND SECURED TO REDUCE  
THE RISK OF A BREACH.
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THE IMPORTANCE OF 
CYBERSECURITY FOR MSPS

By  John Schweizer, ConnectWise

Cybercriminals were able to pull off yet another multi-million-dollar heist of a 
large corporation recently, with the victim this time the operator of the largest 
petroleum products pipeline in the U.S. Cybercriminals were able to steal over 
100GB of data before encrypting and holding it ransom. To contain the incident, 
The Colonial Pipeline Co. took the pipeline offline for five days and paid $4.4 
million in ransom to recover their data.   
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The gas and jet fuel 
shortages across the East 
Coast, and resulting panic 
buying, got most of the media’s 
attention. However, the more 
fascinating part of this story 
is one that didn’t get as much 
attention — the group behind 
the attack, the absolutely 
enormous cybercriminal 
industry they participate in, and 
the continually growing threat 
that MSPs face.

THE CYBERCRIME  
INDUSTRY

There is an entire industry built 
on using MSPs as a conduit 
to robbing their customers 
blind. In the same way that 
competing MSPs may try to 
take your business, there are 
very talented, smart, and driven 
hackers coming together to 
steal it.

DarkSide, the ransomware 
group the FBI fingered as the 
perpetrators of the hack, is just 
one of the many participants 
in one of the many segments 
that make up the cybercrime 
industry. DarkSide develops 
a SaaS ransomware tool 
that criminals can use to 
encrypt data and negotiate 
ransoms. The group claims 
to be purely motivated by 
profit — as many do — and 
only targets businesses 
that have enough money to 
pay ransom. It also said it 
does not target healthcare 
organizations, charities, or 
government entities, and that 
it vets customers and their 

targets before licensing its 
ransomware.

The cybercrime industry is 
vast, with a diverse marketplace 
of products and services. 
Ransomware-as-a-Service 
platforms like DarkSide’s 
represent a tiny sliver of what 
the cybercrime industry has 
to offer. There are places 
where you can buy and sell 
anything from stolen data and 
credentials to off-the-shelf tools 
and services that help hackers 
pull off their heists. You can 
even rent a botnet to launch a 
DDoS attack on a foe.

DarkSide and the other 
players in the cybercriminal 
industry operate just like any 
ordinary business would. 
They have employees, 
set monthly and quarterly 
goals, compete with other 
companies over customers, 
form strategic partnerships 
with other organizations, and 
care about their reputation. 
They have websites, advertise 
their products and services, 

and post job listings for open 
positions in the organization. 
They even claim to donate 
a portion of their proceeds 
to charitable organizations 
(although those organizations 
have reportedly given back 
the funds). Cybercrime 
organizations walk and talk like 
just any ordinary business. In 
fact, there may not be many 
differences between a given 
cybercriminal organization 
and your company, aside from 
which side of the law you play 
on (although I doubt they pay 
taxes, at least not to the IRS).

A BOOMING BUSINESS

It’s tough to nail down exactly 
how much cybercriminals 
take home each year. Not all 
attacks are reported (or even 
discovered), so any study is 
only telling us a portion of the 
picture. But according to a 
study conducted by McAfee 

THE CYBERCRIME INDUSTRY 
IS VAST, WITH A DIVERSE 
MARKETPLACE OF PRODUCTS 
AND SERVICES. 
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and Center for Strategic and 
International Studies (CSIS), the 
global cost of cybercrime was 
more than $1 trillion in 2020, 
an increase of more than 50% 
from 2018. McAfee and CSIS 
attribute a lot of the costs to 
things like system downtime, 
damage to the business’s 
reputation, IP theft, recovery 
costs, and insurance costs, 
but doesn’t put a figure on the 
value of ransoms collected or 
data stolen.

COVID-19, THE CLOUD, 
AND RANSOMWARE: 
2020 WAS A ROUGH 
YEAR

The COVID-19 lockdowns 
are the ultimate digital 
transformation engine. 
Unfortunately, it also created 
the perfect conditions for 
cybercriminals to thrive. 
Lockdowns forced businesses 
— particularly SMBs — to find 
a new way to work, and in most 
cases, that meant digitizing 

and lifting processes to the 
cloud. But as with anything 
new, there were some kinks. 
Unfortunately, not all kinks 
are created equally, especially 
when that kink is “my bad 
configuration enabled someone 
to steal and ransom all of our 
data.” According to Sophos, 
roughly 70% of companies that 
hosted data or workloads in 
the public cloud experienced at 
least one security incident. The 
study also found that two out of 
three organizations leave back 
doors open in the cloud that 
can be exploited by hackers. 
Interestingly, only one in four 
respondents thought that the 
lack of expertise on staff was a 
problem (after all, who do you 
think accidentally left those 
back doors open or deployed a 
vulnerable configuration?)

Ransomware attacks are 
also up during the pandemic, 
although they were growing in 
popularity before COVID-19. 
A study from Emisoft forecast 
that the total dollar amount for 
ransoms demanded in 2020 
would be nearly $1.4 billion 

dollars in the US and $25 billion 
worldwide. The study also 
calculated the average ransom 
in the US to be $84,000, and 
that one in three victims paid 
their ransom. Ransomware 
gangs have gotten smarter 
over the years, refining their 
practices to maximize the 
amount of revenue they can 
generate. Attacks like the 
Colonial Pipeline are becoming 
a best practice for most 
ransomware gangs. Not only 
do they encrypt your data until 
you pay for a key, but they also 
steal their own copy of your 
data. This enables them to 
levy two ransoms — one for a 
decryption tool to unlock your 
data, and another to ensure 
the destruction of the stolen 
data. This is very clever on 
the hackers’ part, because if 
their victim is able to restore 
the encrypted data from a 
backup they wouldn’t need to 
pay for a key. The additional 
threat of releasing the data 
that they stole to the public or 
the highest bidder — data that 
can include sensitive customer 
information, trade secrets, 
contracts, unflattering internal 
emails and memos, and so 
on — increases the odds of a 
payout for each victim that they 
can infect.

The double ransom means 
that simply backing up 
your data will not make you 
immune from the impacts of 
ransomware attacks. Colonial 
Pipeline Co. paid their ransom, 
even though they were already 
restoring their systems from 
backups. That’s not to say that 
you shouldn’t back up all your 
data — you should. But ideally, 

RANSOMWARE GANGS HAVE 
GOTTEN SMARTER OVER 
THE YEARS, REFINING THEIR 
PRACTICES TO MAXIMIZE THE 
AMOUNT OF REVENUE THEY 
CAN GENERATE.
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you want to prevent the attack 
from happening, which is a lot 
easier said than done.

MSPS ARE DISPROPOR-
TIONATELY IMPACTED

When you zoom in on 
ransomware attacks against 
MSPs, the ransoms increase 
and the threat actors become 
much more serious. According 
to the Perch 2020 MSP Threat 
Report, the average ransom 
for an MSP with 3,500 seats 
was over $750,000. The study 
also found that nation-state 
threat actors that once targeted 
Fortune 500 firms have now 
switched their focus to MSPs. 
Financially motivated hackers 
have also taken a liking to 
MSPs, partly because smaller 
MSPs in particular have fewer 
resources to defend against 
attackers when compared to a 
large enterprise. Additionally, 
hacking an MSP means an 
attacker has only to crack one 
lock to open dozens, if not 
hundreds of doors.

But it’s not just ransomware 
that MSPs need to worry 
about. Sometimes, MSPs are 
used as a conduit to facilitate 
other kinds of attacks on its 
customers. There is no better 
example of how valuable a 
target MSPs can be than the 
SolarWinds hack in 2020. 
In this attack, hackers were 
able to insert malicious 
code into the SolarWinds 
Orion codebase, which was 
distributed to customers all 
over the globe. Hackers were 
able to access networks of 
customers who used the 

network management tool, 
including various organizations 
across local, state, and federal 
government organizations.

Not all MSPs have the 
resources or personnel 
to deploy strong security 
solutions. Fortunately, there is 
no shortage of security tools 
and services that can help an 
MSP keep its name (and its 
customers' names) out of the 
papers. MSPs can partner with 
security service providers and 
farm out all kinds of robust 
security features, including 
SOC and NOC operations, to 
security specialists.

ALL DATA NEEDS  
PROTECTION

While you think your data isn’t 
valuable to the hackers, you 
still are a target. Your data 
is valuable to many people 
and rest assured, the hackers 
will figure out how to get it to 
people who want it. Even if you 

let them release your data to the 
world, the disruption they might 
cause your business would be 
catastrophic. You might not 
supply fuel to the East Coast 
like Colonial Pipeline but your 
customers not receiving service 
for days or even weeks because 
your systems are crippled is its 
own calamity.

There is no such thing as 
100% secure, but you can build 
walls as tall as you can: deploy 
the right tools, partner with 
the right security providers, 
train employees to make 
security-conscious decisions, 
constantly assess your 
environment, and hope for the 
best. You can’t mitigate all your 
risk, because you don’t know 
what you don’t know, but what 
you don’t know is where almost 
all your risks lie.  

YOU MIGHT NOT SUPPLY 
FUEL TO THE EAST COAST 
… BUT YOUR CUSTOMERS 
NOT RECEIVING SERVICE 
FOR DAYS OR EVEN WEEKS 
BECAUSE YOUR SYSTEMS 
ARE CRIPPLED IS ITS OWN 
CALAMITY.
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HOW TO PRINT IN A ZERO-TRUST 
NETWORK ENVIRONMENT

By  Henning Volkmer, ThinPrint

Using a printer should be easy. Simply plug it into a computer and 
it shows up as if by magic. Or, if the printer is on a Wi-Fi or compa-
ny network, the computer might need a quick nudge with a mouse 
click to find the printer on the network. It is quite astounding in its 
simplicity — except when it is not. u
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As with so many things in 
the IT world, many scenarios 
can interrupt this seamless 
simplicity. 
   The most restrictive of these 
circumstances is the “zero-
trust” setup often found in 
highly regulated industries like 
finance, healthcare and legal. 
Users’ computers are locked 
down as tightly as possible 
to avoid data falling into the 
wrong hands. External ports 
are shut down to eliminate 

data being copied to flash 
drives or malware making 
its way onto the computer 
through a compromised 
accessory. Network traffic is 
forced through an always-on 
VPN to reduce the chance of 
an internet-based attack and 
to allow monitoring, tracking 
and blocking of network 
traffic at the VPN back end 
in the company’s data center 
or cloud. The user’s device 
can only communicate with 

the applications, data and 
resources a user needs for 
their job. Unfortunately, this 
does not include a printer. 
   Another increasingly 
common scenario is an office 
setup that essentially mimics 
a user working from home or 
a coffee shop. While a user’s 
device might be relatively 
unlocked compared to the 
zero-trust setup, it is separated 
onto a network with no access 
to internal resources like files 
or applications — or, ideally, 
printers. It seems intuitive 
for applications and data 
to be inaccessible without 
a VPN or through a web-
based interface that requires 
two-factor authentication, 
but doing the same for the 
printer is less so, and so in 
some cases the printer is not 
relegated to a secure network. 
This becomes a problem 
when printed data is sensitive 
either because it is proprietary 
to the company or contains 
personal information about 
clients or customers. Leaving 
the printer easily accessible 
on the same network as users’ 
devices would leave it very 
vulnerable to malware or other 
attacks from a compromised 
user device. But, at the same 
time, users still need to print. 
Therefore, a secure, easy way 
is needed to connect to the 
printer they are looking to use. 
   A home office setup is 
another example where 
this can be an issue. In this 
scenario users are allowed, 
or encouraged, to use a 
personal device to access their 
work applications and data 
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through a virtual desktop like 
Microsoft’s Windows Virtual 
Desktop, Citrix, VMware or 
Parallels. Using a personal 
device simplifies home office 
setups as it saves on space 
while enabling workers to use 
the familiar setups and devices 
they have in their homes. Most 
virtual desktops offer extensive 
protections against keyloggers, 
hidden screenshots and other 
attack angles, and data is 
safely confined to the company 
cloud. If they need to print, 
though, users might be left 
high and dry as the virtual 
desktop would likely not allow 
a redirection of the user’s local 
printer — that would allow print 
data to be exposed to attacks 
and leaks from malware 
that could be on the user’s 
computer. 
 As we are steadily working 
our way toward a recovery 
from the COVID-19 pandemic it 
is becoming increasingly clear 

that many of the new ways to 
work are here to stay because 
they are beneficial to workers, 
organizations and customers. 
“Hybrid work” is the term the 
technology community has 
coined for the fact that we 
will not simply return to the 
office, but instead find the 
most productive combination 
of employees working in the 
office, at home, and from 
anywhere they can connect. 
Employees and employers 
alike will benefit from an 
increased ability to match 
employee skills to available 
jobs, (reasonable) flexibility 
and the ability to balance 
technological advancements 
with proven, productive old 
school ways of doing things 
that can’t be replaced by a 
webcam or an app. 
 As much as our printing 
habits have changed 
throughout the stages 
of digital transformation, 

printing remains the tangible 
connection between our 
digital and physical lives. 
Printing produces a document 
with information that can be 
attached to another physical 
object. This includes a 
shipping label being attached 
to a package, healthcare 
information that is handed to a 
patient and readily available to 
them without an app or device, 
or a legal document that can 
be stored for long periods of 
time without the method to 
access it becoming obsolete or 
the storage medium becoming 
inaccessible.  
 With all that said, we need 
an easy, reliable, manageable 
and secure way to connect 
users to their printers beyond 
plugging the printer into a 
USB port or letting a computer 
detect it on the network. We 
need this to work across 
users’ locations as they go 
back and forth between offices 
and home offices. And, we 
need this to work across 
users’ devices as they switch 
between devices best suited 
for their tasks throughout the 
day, whether that is different 
workstations in a hospital or 
switching between a computer 
and a mobile device. 
 The ideal solution is a 
companywide print solution 
that can connect to all 
applications, devices and 
printers without breaking down 
security measures rightfully 
put in place to protect the 
organization and its data. 
These solutions can come 
as an on-premises or private 
cloud version that is installed 
and managed by the company, 

THE IDEAL SOLUTION IS A 
COMPANYWIDE PRINT SOLUTION 
THAT CAN CONNECT TO ALL 
APPLICATIONS, DEVICES AND 
PRINTERS WITHOUT BREAKING 
DOWN SECURITY MEASURES 
RIGHTFULLY PUT IN PLACE TO 
PROTECT THE ORGANIZATION 
AND ITS DATA. 

26  workflowOTG.com  05 | 21



or as a cloud service that 
leaves the complexities to a 
trusted, experienced vendor 
and provides the benefits of 
a seamless print experience 
that services customers and 
employees.  
 Assuming the solution 
is set up and configured 
properly, the on-premises/
private cloud version and 
the cloud service consist of 
roughly similar components. 
It includes an application 
that behaves like a printer 
driver, but is printer agnostic 
and not a universal driver. It 
also provides the user with 
the available options for the 
device they intend to print 
to. On the user’s side, this 
application establishes a 
secure, outbound connection 
to avoid complex, potentially 
insecure network and firewall 
connections. It also integrates 
with the central back end 
that holds the native printer 
drivers, processes the user’s 
print jobs, regulates access 
to printers and features and 
keeps track of user activity, 
as well as accepts the 
outbound connection coming 
from a software or hardware 
connector that publishes the 
available printers into the 
solution.  
 The software connector can 
be used to instantly connect 
an existing print infrastructure 
into the overall print solution 
by utilizing existing print 
server configurations. At the 
same time a hardware device, 
or hub, is the ideal way to 
connect home offices, smaller 
branch offices, affiliated 
clinics, doctors’ offices, retail 

stores, warehouses or any 
place not part of any kind of 
central print infrastructure 
or even the company 
network. All connections are 
compressed and encrypted 
to ensure speed as well as 
security of the solution. 
 In the initial zero-trust 
example, this kind of setup 
allows a printer from a home 
office to be made available 
because the printer has its 
separate connection to the 
print solution outside the 
user’s computer. The user’s 
computer then has access to 
the print solution via the VPN. 
 The coffee-shop-like office 
setup benefits because 
there is no direct connection 
required from the user’s 
device to the printer. The 
users and their devices 
connect to the print solution 
securely encrypted via the 
internet, while the printers 
can be accessed directly from 
the on-premises setup or 

made available to the cloud 
service via a connector. And, 
a home office user shares 
the same benefits with a 
hardware connector or hub 
making the home office 
printer securely available to 
the company infrastructure 
or data and applications as 
if the home office were a 
tiny branch office, all while 
bypassing the user’s personal 
devices. 
 Best of all, all of these 
scenarios share the same 
basic setup so the solution 
is adaptable. No matter what 
the hybrid work experience 
of the future looks like, users, 
the company and its data can 
be protected from increasing 
security threats.  

Henning Volkmer is President 
and CEO of ThinPrint.

NO MATTER WHAT THE HYBRID 
WORK EXPERIENCE OF THE 
FUTURE LOOKS LIKE, USERS, THE 
COMPANY AND ITS DATA CAN BE 
PROTECTED FROM INCREASING 
SECURITY THREATS.
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THE WAVELENGTH

The landscape keeps getting tougher. We asked experts from all around the 
industry for their thoughts on security and compliance issues. 

Security and Compliance

Ryan Walsh
CPO and Channel Chief,
Pax8

Bob Lamendola, 
Vice President, Infrastructure 
and Engineering Services, 
Ricoh USA, Inc.

Roz Ho, Global Head of 
Software, HP Inc.

Corey Nachreiner, 
Chief Security Officer,
WatchGuard Technologies
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How do you prevent security breaches due 
to employees using their own devices and/or 
cloud storage?

Roz Ho: Visibility, for starters, is king. Without vis-
ibility, you are extremely handicapped in what can 
be done, seen and prevented. Couple this with the 
acknowledgment that there really is no “perimeter” 
anymore and everything is accessible everywhere, 
focus on getting visibility where you need it and an 
extra level of authentication/access control to sensi-
tive areas. Automation frameworks, especially in the 
cloud, are huge tools for being able to proactively get 
ahead of problems (e.g., detecting a misconfiguration 
in a cloud instance that could open up critical data).

Ryan Walsh: The ability for employees to use their 
own devices allows them to stay connected and agile 
and also sustained many companies over the last 
year. If not properly secured, it also creates opportu-
nities for data breaches. Fortunately, there are several 
ways to secure devices and data effectively. Requiring 
employees to use an industry-leading virtual desktop, 
applying firewalls, and deploying multifactor authenti-
cation (MFA) enables secure work and prevents unau-
thorized access to company data and portals.

Employees should also be careful when accessing the 
internet and understand the dangers of public Wi-Fi. 
Public Wi-Fi presents additional threats and requires 
extra steps to protect employees in that environment. 
Companies should establish a virtual private network 
(VPN) to keep internet traffic confidential and turn on 
email encryption, ensuring only intended recipients 
view emails. Additionally, they should ask employees 
to use a personal mobile hotspot when working in 
public places to guarantee private and secure access.

While surveys indicate that about two-thirds 
of companies have formal cybersecurity 
policies and procedures in place, two-thirds 
of those firms have said those steps have 
proven to be only moderately or slightly 
effective, or not effective at all. How can you 
create an effective cybersecurity policy?

 
Randy Anderson: We’ve recently been working with 
quite a few clients in the SMB segment who do not 
yet have a comprehensive set of written informa-
tion security policies. Often there are partial policies 
embedded in the employee handbook, which in many 
cases are in need of review and updates. Writing and 
implementing information security policies can be a 
daunting task. We take a very collaborative and edu-
cational approach to policy writing so our clients have 

a forum to ask questions and truly understand the 
intent of the policies and arrive at a state where the 
policies are compliant, secure, relevant, and achiev-
able. 

Creating the policies is only the first step, though. A 
critical step that is often overlooked or underestimat-
ed is to implement an effective means of dissemi-
nating and training on the policies. There has to be 
support and oversight for this process. An effective 
method that we’ve employed is to form a security pol-
icy committee with representation from business lead-
ership, human resources, and information technology. 
This group is responsible for selecting a method or 
tool for policy distribution and reviewing compliance.
 
Ho: Accountability is important to ensure an effective 
cybersecurity policy. Employees need to feel account-
able for helping to ensure cybersecurity protections. 
Training employees is a critical part of cybersecurity 
policies since a cyberattack can occur because of 
one simple mistake or error that an employee makes. 
We have seen an unprecedented barrage of COVID-
themed phishing attacks targeting remote employees. 
When writing a policy and training employees on the 
policies, there needs to be adequate information on 
the background for the policy, the employee respon-
sibilities, and the consequences to the company of an 
employee not following the policy. Seeing examples of 
phishing attacks is one method of training that helps 
employees be on the watch for potential phishing 
attacks. But, policies aren’t enough on their own, you 
have to have detection and auditing enforcement — 
the more automated the better. Make sure your poli-
cies are appropriate for your enterprise and integrate 
with your existing workflow and don’t create addition-
al work. The easier a policy is to “operationalize,” the 
more effective it will be.
 
What’s the best way for organizations to 
keep pace with rapidly changing compliance 
regulations? 

Bob Lamendola: The best approach is to assign one 
individual within the organization the responsibility for 
compliance. When this responsibility is shared amongst 
individuals or teams, there is a lack of consistency, 
connectivity and accountability to the specific require-
ments. By naming an individual to own the compliance 
program, there is a better chance of adhering to those 
changes as they occur rather than trying to learn about 
and catch up to them up over time. 

One of the more significant challenges in compliance 
management is the lack of a defined scope to which 
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the compliance regulations are applied. By narrowing 
the scope for your compliance requirements to the 
specific needs of the business and clearly defining 
that scope, you enable the organization to have better 
control over the processes to meet those require-
ments and any changes. 

Walsh: Maintaining compliance regulations is a daunt-
ing task for a company of any size. Leveraging cloud 
technology designed specifically to help companies 
comply with those regulations streamlines the process 
and ensures they stay up to date. Advanced solutions 
help companies achieve internal compliance while also 
enabling them to satisfy the latest regulations. Clients 
can often tailor these solutions to their specific indus-
tries, such as medical, finance, or the government.
 
What are some of the newest ways you are 
seeing security breaches occurring within 
companies and what are you doing or can 
companies do to help stop those?

Anderson: Encrypting malware attacks have been 
increasing in frequency and impact over the past few 
years. The attackers largely focus on phishing attacks, 
credential harvesting, and email account takeovers in 
addition to exploiting a handful of technical vulnera-
bilities. My strategic advice is to stay current with the 
newest threats, perform regular vulnerability and risk 
assessments, have a Defense In Depth (DiD) strategy 
that is regularly reviewed and updated, and implement 
a vulnerability management program. On the more 
immediate, tactical side of the equation, it is imper-
ative to implement MFA right away if it is not already 
enabled, eliminate direct Windows Remote Desktop 
Services (RDS) access through the firewall, establish a 
regular patching cycle for all systems, and implement 
effective endpoint and network detection, monitor-
ing and response tools. For M365 administrators, 
schedule some time to regularly review your Microsoft 
Security Score and plan to take actions to improve 
your score over time. Test your backups regularly and 
ensure that they are complete and restorable and that 
you have offline or immutable copies of the backup 
data.

Corey Nachreiner: Though not new, authentication 
attacks have become a daily occurrence that fuel data 
breaches, often through RDP and VPN connections, 
or other network and cloud services exposed for 
home and remote workers. 
 
Cybercriminals have found incredible success using 
the troves of stolen usernames and passwords avail-

able on underground forums to compromise organiza-
tions using password spraying and credential stuffing 
attacks. These attacks take advantage of the fact 
that many users still fail to choose strong and unique 
passwords for each of their individual accounts. Just 
look at the dark web and the many underground fo-
rums. There are now billions of usernames and pass-
words from various breaches, widely available, with 
millions added every day. These databases, paired 
with the ease of automating authentication attacks, 
means no internet-exposed service is safe from cyber 
intrusion if it isn’t using MFA.
 
Authentication is the cornerstone of good security, 
and MFA means users must provide at least one 
additional token on top of their password to log into 
an account. These authentication tokens are typical-
ly something you are (biometric fingerprint or facial 
scans), something you have (like a hardware key 
or mobile phone) and something you know (like a 
password). MFA allows you to ensure that even if an 
attacker gains access to one of these tokens, like a 
user password, they’ll be unable to log in without the 
second (and sometimes third) authentication token. 
It’s an absolute no-brainer when it comes to address-
ing the widespread and persistent issues around poor 
password security and should be a primary focus for 
both businesses and individual users.

Walsh: We are seeing a common trend in breaches 
with on-premise servers, such as the Microsoft Ex-
change hack earlier this year. When software com-
panies create updates to fix security gaps or bugs, 
on-premise servers must be manually updated, taking 
days in some situations. The company is exposed to 
threats and breaches until it completes the updates. 
Migrating to the cloud prevents this type of security 
breach and eliminates the need for manual updates. 
When technology companies perform fixes to gaps 
and vulnerabilities, cloud software users receive an 
automatic update. These clients experience real-time 
enhancements that remove the manual process and 
secure them with the latest protections.

What are your best tips for smaller companies 
without massive resources to help them stay 
secure?

Anderson: Smaller organizations often don’t have the 
staff or budget to implement a full-scale information 
security program. Recognizing that budget, time, and 
separation of duties are major constraints for small 
organizations, I believe that the best approach is to 
begin with a comprehensive, risk-based assessment 
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that addresses administrative, physical, and technical 
controls and then make informed decisions and pri-
oritize resources and budget based on the data. The 
work of building or improving an information security 
program and prioritizing the selection and implemen-
tation of the most needed and cost-effective controls 
can often take 12 to 18 months or more. Objectively 
analyzing the environment and building a plan based 
on prioritized risk is the only way to effectively allocate 
budget and human resources. This is something that 
can certainly be done internally, but it is often helpful 
to have the guidance of a Virtual Chief Information 
Security Officer (vCISO) to guide the process.

Ho: Especially for smaller, non-enterprise environ-
ments, multifunction products and tool suites are key. 
Buy laptops that have more security integrated. Buy 
printers with more security integrated. The more that 
you remove the human cybersecurity analyst as a 
bottleneck and roll out tools that act proactively/reac-
tively/automatically, the more you can get done. 

Lamendola: With the advent of cloud-based security 
services, it has never been more possible and feasi-
ble for even the smallest companies to plot a security 
strategy and roadmap. Every organization, small or 
large, can adopt a depth in defense – or a layered 
approach to security – enabling them to protect their 
organizations from the outside in. The best approach 
to comprehensively address security is to start with 
the perimeter, move to the platforms, reach into the 
endpoints and, ultimately the data. Supporting this 
approach with a well-defined security policy and on-
going security awareness training can make a signifi-
cant impact. 

From a cost perspective, as-a-Service or subscrip-
tion-based security services offer an effective entry 
point for all organizations. You can consume security 
services on a per user, per device or per location ba-
sis, enabling control over costs as you layer in addi-
tional security capabilities.  

Nachreiner: Outsource it! Many small and medium 
sized businesses can’t afford to keep a large IT staff, 
let alone hiring a security-specific staff (assuming you 
could even find them during the current cybersecuri-
ty skills shortage). Often, these SMBs will outsource 
their IT to a managed services provider (MSP) who 
can take care of IT infrastructure for them so they can 
focus on their primary business. These MSPs also 
offer managed security services, or you can even find 
focused managed security service providers (MSSPs) 
to whom you can outsource your security needs.

 If you can’t outsource security for some reason, I 
would focus on really getting the basic best practices 
right and leveraging consolidated security solutions 
that give you many security controls in one place. 
For instance, MFA and patching both have high ROI. 
With most technical attacks leveraging old issues, 
simply getting basic patch management right will have 
a great return on your defense and it doesn’t require 
security experts to do. With most compromises in-
volving lost or stolen credentials, deploying MFA to all 
employees is a simple action that gives a big return. 
Finally, many products like unified threat management 
(UTM), next generation firewalls (NGFW), and full 
endpoint protection (EPP) suites consolidate many 
security layers in one easy to manage product. Look 
for these consolidating technologies to make security 
easy if you don’t have a lot of resources or staff. 

Walsh: Smaller companies needing to secure their 
technology should reach out to an IT provider in their 
area. These are experts with the knowledge, capa-
bilities, and resources to establish a comprehensive 
security solution that keeps companies and data safe. 
Through technology that detects potential threats, 
creates firewalls, and encrypts emails, these IT pro-
fessionals improve their clients’ security posture. They 
are often small businesses themselves who under-
stand the security needs and offer pricing options for 
all company sizes.

Do you worry about data center security?

Lamendola: In many ways, data center security has 
reemerged as a primary area of focus. Although many 
organizations have moved to cloud computing, these 
cloud environments are still hosted in physical data 
centers. By extension, their security procedures, 
policies, and methodologies extend into the physical 
data center. Assuming a zero-trust mentality, it is no 
longer acceptable to simply ask data center providers 
about their security capabilities. You must inspect, 
review, and verify security regularly. If you’re using 
a third-party cloud security environment, which is 
likely, that information should be readily available. You 
must ask the security questions of those providers, 
take responsibility for their processes, and hold them 
accountable for their commitments. 

What are your thoughts on cybersecurity 
insurance?

Anderson: Cybersecurity insurance is an absolute 
requirement given the risks that exist in the modern 
computing era with its emphasis on mobility and 
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cloud computing. We’re seeing evidence that the 
insurance underwriting standards are becoming more 
stringent and that the insurance industry is doing its 
part to educate its clients and raise the standards. As 
with any type of insurance, shop around and get ed-
ucated and make sure that you understand the policy 
limits and how they apply to the restoration of your IT 
environment. 

Nachreiner: I highly support cybersecurity insurance 
as another layer of your security strategy. It does not 
replace the technical security layers you need to pro-
tect yourself from a cyberattack (in fact, some insurers 
will want to check that you have those layers to give 
you the best price) but it does help when you suffer 
a security incident. When talking about security inci-
dents, experts have always said, “It’s not a question 
of if, but when.” No matter what your organization is, 
or how good your defenses, you will one day suffer a 
cybersecurity incident of some sort. Even less severe 
ones can cost money, and the most serious ones can 
rack up millions in losses. It can definitely help to have 
insurance to cover those losses. 
 
Note, while often optional, cybersecurity insurance 
can also include “extortion insurance” add-ons. I also 
believe this add-on can be useful. Personally, I never 
believe in paying the ransoms for ransomware. It just 
ensures the criminal business stays highly profitable, 
causing it to continue. Furthermore, with proper back-
ups and a business continuity and disaster recovery 
plan, businesses should be able to survive these ran-
somware attacks. 
 
That said, I understand that not all businesses are 
perfect, nor do they all have the right plans or back-
ups in place. If you’re a hospital and need access to 
imaging data or allergy data to operate on a patient, 
but can’t recover your data, ransomware becomes life 
and death. Having extortion insurance at least covers 
you for some of these damages if you have to pay. That 
said, I do believe the extortion insurance side of cyber-
security insurance is ultimately shortsighted and will 
cost more for insurers due to the rise in ransomware 
and extortion requests. In any case, the normal cyber-
security insurance is well worth its cost. 
 
Cybersecurity insurance is not for everyone. There are 
many factors that need consideration, including the 
sensitivity of the data you are protecting, the industry 
you work in and the size of your revenue stream. Once 
you have determined that cyberinsurance is for you, be 
sure to hire a seasoned insurance broker with cyber-
insurance experience. Cyberinsurance does not make 

up for sloppy security practices, but is a powerful piece 
of a comprehensive plan to mitigate risk and defend 
against cyberattacks.

How has the remote workforce and the 
increased dependence on the cloud affected 
your customers’ security and/or created 
additional needs?

Anderson: The rise of mobility and cloud computing 
has permanently changed the dynamics of information 
security over the past few years, and the rapid in-
crease in work from home initiatives over the past year 
have reduced the effectiveness of traditional perim-
eter-based solutions. The corporate network is now 
everywhere and nowhere. Effectively managing this 
reality requires updated policies, procedures and tech-
nical controls that include mobile device management 
solutions and Endpoint Detection and Response (EDR). 
End user security awareness training also needs to be 
updated to reflect the new risks.
 
Many organizations did what was necessary and expe-
dient over the past year to enable their employees to 
work from home and haven’t revisited their policies and 
technical controls. There is an opportunity now as or-
ganizations permanently move toward work from home 
or hybrid models to spend some time and budget 
addressing security in the home office and updating 
their policies and technical controls to better reflect the 
new world.
 
Ho: The pandemic has shifted work to home and 
exposed new vulnerabilities of using personal home 
equipment to complete work tasks, and by companies 
rushing their digital transformation of workflow to the 
cloud in order to keep workers working. These two fac-
tors have poked gaping holes in what used to be a very 
secure and controlled line of defense for work. There 
are increasing concerns over the security and privacy 
of growing data lakes of individual, small business, 
and corporate information which could include con-
sumer data, business data, channel partner data. With 
increased cloud usage, and more work being done 
remotely from a mix of company and personal devices, 
it’s important to have multiple depths of authentication, 
as well as the need for data classification, persona 
development, and foundational pieces that support a 
zero trust future.
 
Walsh: The urgent need to work remotely accelerat-
ed the demand for cloud technology and enhanced 
security solutions. We experienced a dramatic in-
crease in cloud security adoption and usage over the 
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last year as our partners secured their clients’ virtual 
workplaces. Doing this also requires enabling the right 
capabilities and establishing correct user permissions. 
Providing employees role-based access to data, tools, 
and technology reduces the risk of exposure. Addi-
tionally, some security features may not be necessary 
for an office setting but are critical in a remote land-
scape. We focused on educating and enabling our 
partners on the applications and correct deployment 
of cloud security solutions during this time.

Ransomware – how do we deal with this 
exploding issue?

Anderson: We’re long past the point where the trust-
ed old solutions are no longer adequate. While there 
is still a need for good firewalls and antivirus, these 
solutions are simply not enough to combat the current 
threats in the modern IT environment. Unfortunately, 
there is no single solution to the problem and end 
users have largely moved outside the control of the 
corporate firewall. Defense in depth, a long-held prin-
ciple in cybersecurity, is still the best solution, but the 
solution set needs to expand to address this threat.  
At a minimum, organizations need to implement MFA, 
EDR, Security Information and Event Monitoring 
(SIEM) solutions, vulnerability management, and effec-
tive end user security awareness training. 
 
Even with these controls in place, the number of serv-
ers affected by malware due to the recent Microsoft 
Exchange server vulnerabilities has shown that compa-
nies that have taken a proactive approach to manag-
ing vulnerabilities and that have done everything else 
correctly still have a need for an incident response plan 
that has been updated and tested on a regular basis.

Lamendola: With ransomware, the threat actors are 
after the data, therefore, the best defense against 
ransomware is an extreme focus on protecting data. 
While there are several other security measures that 
can and should be taken, having effective and veri-
fied data backups is the number one priority. Taking 
a multi-layered approach to data protection is equally 
important to helping ensure that the capabilities are 
functional, effective, and scalable. 

Beyond protecting data, it is extremely important to 
try to ensure all users are trained and tested regularly 
on how to detect and recognize potential phishing 
attacks. The best technology protection in the world 
will be challenged to protect against a mistake made 
by an end user. Therefore, all appropriate security 

technology must be deployed, and end users must 
be educated about security compliance to holistically 
protect against ransomware. 

Nachreiner: To beat ransomware, we need to stop 
paying, period. That is really the only thing that 
will make it stop, in my opinion. If an attacker can 
make $5 to $50 million from a business by infect-
ing it with ransomware, they will continue to do 
so. If we don’t take away their source of profit, or 
make it far too expensive for them to do this kind 
of attack, it will continue to impact businesses.

So, how do we make sure we don’t pay? Busi-
nesses need to actually do the well-known and 
recognized preparation and remediation best 
practices security experts have recommended for 
ages: backup and business continuity and disas-
ter recovery (BC/DR) planning. It sounds simple 
because at a high level it is. However, in practice, 
these two simple-sounding things are indeed quite 
hard to execute correctly. Backup becomes very 
complex when you think of larger organizations 
with data at the office, in the cloud, and on remote 
devices. You also need to store that backup in 
more than one way, with redundancy, to protect 
the backup itself. Then you need to ensure re-
stores are also smooth and quick as well. BC/DR 
planning isn’t necessarily hard, it’s just more work 
for some unclear future event that may or may not 
happen. When businesses and IT departments 
have hundreds of things to do, spending the time 
to plan how your business will digitally recover 
from a disaster that may never surface can feel like 
a waste of time. It is not. When a disaster does 
strike, that planning can make all the difference. 
Human nature often causes us to put off this sort 
of proactive remediation planning, but we must 
overcome that tendency and perfect these two 
security strategies. If you can get backup and BC/
DR right, ransomware will not affect you.
 
Prevention is still very important, too, and many com-
panies can do more to prevent evasive ransomware. 
Basic anti-malware protection is no longer enough to 
catch the morphing ransomware we see today. You 
need the more sophisticated behavioral or machine 
learning-based anti-malware solutions available 
now. Our research has found that between one-third 
and one-half of all malware attacks use evasion or 
obfuscation techniques to bypass traditional, signa-
ture-based antivirus solutions. Without more proactive 
anti-malware, modern ransomware could skirt right 
past your defenses. 
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