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AS WE 
NEAR the 
halfway point 
of 2022, cy-
bersecurity 
remains a 
major is-
sue. That, 
of course, 
is not news, 
nor is it sur-
prising. But 

of course, the thing about 
security threats is, there’s 
always something new. 
Otherwise, there wouldn’t 
be much of an industry on 
either side of the equation.

Russia’s war on Ukraine 
has created an increased 
need for awareness, even 
if the threat from Russia 
is nothing new (in its 2021 
Digital Defense Report, 
Microsoft observed 58% of 
all cyberattacks from nation-
states came from Russia, 
and the top three countries 
targeted were the U.S., the 
UK, and Ukraine). Follow-
ing the Russian invasion, 
the White House issued a 
statement on the need to 
“improve domestic cyber-
security and bolster our 
national resilience.” Biden’s 
statement implored the 
private sector to “harden 
your cyber defenses im-
mediately. … You have the 
power, the capacity, and the 
responsibility to strengthen 
the cybersecurity and resil-
ience of the critical services 
and technologies on which 
Americans rely.”

Of course, this isn’t the 
only thing happening on the 
security front. War or no war, 

the threat landscape keeps 
on growing and changing. 
It’s now been a little more 
than two years since ev-
eryone shifted to working 
from home, and about one 
month less since we began 
talking about the return to 
the office. But as we con-
tinue to fight that “will they 
or won’t they” battle (which 
seems to have a new win-
ner every day), the secu-
rity ship has already sailed 
outside the office walls. 
Gartner has named “attack 
surface expansion” its top 
cybersecurity trend in 2022, 
noting that the increase in 
remote work combined with 
“changes in the way we 
work, together with greater 
use of public cloud, highly 
connected supply chains 
and use of cyber-physical 
systems have exposed new 
and challenging attack ‘sur-
faces.’” And those surfaces 
must be protected.

In this issue, you’ll find the 
information you need to do 
just that. With contributions 
from thought leaders around 
the industry, this issue cov-
ers the latest in security 
and compliance, helps you 
navigate the crossover of 
the two, and will hopefully 
serve as your guide to the 
landscape as it stands in 
this moment. Of course, 
everything can change in a 
second — but understand-
ing where we were is always 
key to knowing where we’re 
going.
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WHY SECURITY MUST BE 
ON THE MENU IN 2022
(NO MATTER WHO DOES THE COOKING)

By  John Schweizer, Connectwise

The simmering cybersecurity space erupted into a boil over the last two years. 
Since the pandemic, cybersecurity incidents have been on the rise, and the 
transition to hybrid working environments is one of the primary causes. 
Implementing the technology to enable a hybrid workplace does come with 
added risk, and businesses need to identify, understand, and mitigate that risk. 
Easier said than done, however, especially in smaller businesses where you’re less 
likely to find tech-savvy decision makers and dedicated security professionals.   
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That’s what makes having 
an MSP provider that offers 
cybersecurity services so 
important. Not only can they 
help you deploy and manage 
the tools that can help your 
business grow, but they 
can also make sure you are 
protected from cybercriminals. 
SMBs are going to need help 
with that. Cybercriminals 
have been more active — 
and more successful — than 
ever over the past few years, 

and the conditions that 
enable their success are only 
proliferating. More digitization. 
More vulnerabilities. More 
unchecked risk. Dwell time, 
the amount of time the threat 
actor is in your system is 
down to under 30 days and 
the average cost of a breach 
is up to $1.8M. The recipe for 
disaster now cooks faster and 
does more damage.

So, let’s explore some 
of the latest cybersecurity 
trends, talk about what that 
means for businesses that are 
navigating their own digital 
transformation journey and 
discuss how MSPs can help 
them achieve their goals.

GET READY FOR A WAVE 
OF SMB SPENDING

SMBs are ready to spend 
on IT. A lot of this spending 
will be fueled by the need 
to support remote work. 
But implementing this type 
of technology is difficult for 
SMBs, so they are turning 
to MSPs to leverage that 
vital technology. According 
to research conducted with 
Analysys Mason and Hanover 
Research on SMB and MSP 
technology needs and insights 
and presented in “The SMB 
Opportunity for MSPs: 2021-
2026,” 48% of SMBs plan to 
prioritize IT modernization 
as a key business goal, with 
30% looking to move more 
systems to the cloud, and 
a whopping 58% looking to 
boost security. We forecast 
SMB IT spending will reach 
$90 billion by 2026.

Besides keeping their data 
secure, SMBs also struggle 
to deal with regulatory 
compliance. According to 

“SMB Opportunities for 
MSPs,” over 40% percent of 
SMBs don’t understand how 
to navigate the frequently 
changing compliance 
regulations related to IT. 
As a result, they will turn to 
managed IT providers and 
cybersecurity experts — 
not just for their technical 
capabilities, but also for their 
knowledge of regulations and 
how to adhere to them.

Here are the top six reasons 
SMBs are making investments 
in cybersecurity, according to 
the survey:

1. Safeguarding company 
data, communications, and 
intellectual property

2. Guaranteeing customers’ 
privacy and legal 
requirements

3. Compliance with 
regulatory and legal 
requirements

4. Growth of mobile users 
and connectivity to the 
corporate network

5. Protecting physical assets 
and infrastructure

6. Digitization of company 
business processes

THE RISE OF THE 
TRIPLE RANSOM AND 
OTHER IMPROVEMENTS 
FROM HACKERS

Ransomware gangs are 
improving their methods 
to target more businesses, 
increase the number of 
victims who actually pay up, 
and maximize the value of 
each attack. Last year, we 
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saw the rise of double ransom: 
encrypting data and holding 
it hostage for one fee, and 
promising not to release the 
data for another. The genius of 
the double ransom is, even if 
a victim could restore the data 
from backup — and thus not 
have to pay the ransom — the 
ransomware gang can still 
demand payment to ensure 
the data that was stolen 
doesn’t see the light of day.

Ever the tinkerers, 
cybercriminals continue 
to innovate their extortion 
schemes. This year we can 
expect the triple ransom to 
come into vogue. The triple 
ransom builds on the double 
by adding DDoS attacks and 
threats of contacting clients 
or partners of the victim to 
coerce victims into paying. 
This can have a devastating 
impact on businesses, as it 
can further disrupt operations 
and tarnish the victim’s 
reputation.

But after a few high-profile 
attacks last year, hackers 
are starting to attract a lot of 

heat, and they’re changing 
their methods to continue 
their operations without 
detection. One way they will 
do that is by avoiding targets 
that will generate a lot of 
buzz, steering clear of critical 
infrastructure like a pipeline 
operator or a large hospital 
network. Instead, they will 
focus on smaller businesses 
in mundane spaces — a 
victim that can actually 
pay a ransom, but doesn’t 
serve some overly important 
function in society that would 
attract a lot of heat as a result 
of a breach.

PEOPLE WILL 
EXACERBATE THE 
HYBRID WORKING 
CYBERSECURITY 
PROBLEMS

The inherent risk that comes 
with a hybrid working 
environment is exacerbated 
by workers themselves, 
particularly the younger 

workers aged 18-24. 
According to the HP Wolf 
Security Rebellions and 
Rejections Report, about 30% 
of workers across the globe 
are “unclear about security 
policies or unaware of them 
altogether,” and 34% said 
that they see security tools 
as “more of a hindrance than 
a help.” Only 36% said that 
they “received additional 
training on how to protect 
their home network.” Users 
aside, management can 
also be a hindrance to good 
security practices. According 
to HP, 76% of IT professionals 
“felt security had been 
forced to take a backseat to 
business continuity during the 
pandemic.”

This doesn’t sit well with IT 
professionals. Eighty-three 
percent of IT teams surveyed 
by HP said that home working 
has become a “ticking time 
bomb” for a network breach. 
And this trend will continue 
until businesses implement 
passive, less invasive security 
tools and do a better job 

ABOUT 30% OF WORKERS ACROSS THE 
GLOBE ARE “UNCLEAR ABOUT SECURITY 
POLICIES OR UNAWARE OF THEM 
ALTOGETHER,” AND 34% SAID THAT 
THEY SEE SECURITY TOOLS AS “MORE 
OF A HINDRANCE THAN A HELP.”
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communicating dangers to 
and training their employees.

IF THE TRENDS AREN’T 
CHANGING, THEN WHY 
WOULD WE EXPECT 
THE COURSE TO 
CHANGE?

At the onset of the pandemic, 
roughly two-thirds of all 
workers were trapped at 
home because of COVID-19. 
The moment restrictions 
were put into place, virtually 
every business — no matter 
how far along the digital 
transformation journey 
they were — had the same 
goal: digitize processes and 
implement remote working 
solutions as fast as possible.

Hackers saw the 
decentralization of the 
workplace as an opportunity, 
and they took their shot. 
According to the FBI’s 2020 
Internet Crime Report, 
cybercriminal activity 
exploded at the onset of the 
pandemic. The FBI received 
over 790,000 complaints in 
2020 — nearly twice as many 
as the year prior — costing 
victims $4.2 billion in losses. 
Notably, ransomware attacks 
nearly doubled, while identity 
theft nearly tripled from 2019 
and 2020.

Not much has changed 
since then. Today, lockdowns 
and restrictions are mostly 
over, but more workers are 
working from home than ever 
before. According to the HP 
Wolf Security Blurred Lines 
and Blindspots Report, 23% 
of office workers globally 
expect to predominantly work 
from home post-pandemic. 
Another 16% said they want 
to spend half their time 

working remotely, and the 
other half in-person. In other 
words, only a hair over 60% 
of the workforce expects to 
be in the office full time.

The crime spree has 
gained momentum in the 
last two years, and is likely 
to continue. In the FBI’s 
2021 Internet Crime Report, 
nearly 850,000 complaints 
were filed, totaling $6.9 
billion in losses. The surge 
of activity accelerated as the 
year moved on. According 
to ConnectWise’s 2022 MSP 
Threat Report, there were 
more attacks in Q3 of FY 2021 
than in Q1 and Q2 combined. 
The study also found that 
over 60% of businesses have 
experienced a financially 
damaging cyberattack in the 
past 12 months. Considering 
that none of the underlying 
conditions have changed and 
hackers are getting better, 
more elusive, and coming up 
with new ways to maximize 
payouts, we don’t anticipate 
the momentum to slow down.

MSP GROWTH WILL 
BE DRIVEN BY 
CYBERSECURITY 
SPENDING 
BY SMBS

As SMBs rely more on MSPs 
to digitize and secure their 
business, MSPs will not be 
able to survive without some 
sort of cybersecurity solution 
in their portfolio. Customers 
are going to expect security. 
You don’t have to manage it 
yourself — there are many 
options, including partnering 
and acting as an agent. It 
doesn’t matter who does the 
cooking, but security has to 
be on the menu.

Cybersecurity is a worthy 
investment for MSPs, 
especially for those with 
a taste for growth. MSPs 
that offer cybersecurity and 
compliance solutions are 
expected to grow to 70% 
to 80% this year, and MSPs 
using outsourced SOCs and 
NOCs are expected to grow 
by 80% percent, while those 
that provide outsourced help 
desks are expected to grow 
between 30% to 50%. Forty 
percent of MSPs attribute 
their cybersecurity success 
to the certifications earned by 
their SOC and NOC staff.

CONCLUSION

The red-hot cybersecurity 
space doesn’t appear as if 
it will cool off anytime soon. 
Hackers are more active than 
ever, and they’re cultivating 
new and innovative ways to 
steal data, especially after 
businesses were forced to 
digitize their business and 
enable remote working. 
SMBs are the prime target, 
especially now that attackers 
have attracted a lot of 
unwanted attention.

But MSPs can certainly 
play a big role in slowing it 
down. As SMBs digitize their 
business in tandem with 
an MSP partner, they can 
rest assured that solutions 
are being put in place with 
cybersecurity in mind. After all, 
fully automated, 100% efficient 
processes mean nothing if 
someone can use those tools 
to rob you blind.   

John Schweizer is VP, Office 

Technology, ConnectWise  

  05 | 22 workflowOTG.com  13



SIX SURPRISING 
SECURITY STATISTICS

By  Christina Robbins. Digitech Systems

Your customers expect you to be a security partner, but do you know these six things? 

Though small and medium-sized businesses (SMB) are closing some of the gaps 
that used to make them more vulnerable to cyberattacks than large companies, 
there is still lots of room for improvement for everyone. Information security 
continues to be at the forefront of IT initiatives and technology spending for 
enterprises, and they need help from you to find the best options for their 
circumstances. Are you well-positioned and well-informed enough to be able to 
have an intelligent data security conversation? Do you know how trends have 
shifted along with recent changes to the ways we work? If not, keep reading for 
some surprising new research about the state of cybersecurity.    

14  workflowOTG.com  05 | 22



CYBERSECURITY:  
A PERENNIAL ISSUE 
FOR BUSINESS

Marc Emmer with the leadership 
coaching group Vistage reports 
that an unbelievable 86% of 
companies were subject to a 
successful cyberattack in 2021. 
Whether just one record was 
lost or millions, I think we can all 
agree that’s way too common.

Even as technologies like 
automation and document 
management improve our ability 
to combat cyberthreats, new 
strategies and threat actors 
emerge constantly to thwart 
companies’ efforts. Security 
experts with Cisco indicate 
that crypto mining, phishing, 
ransomware, and Trojans are 
the most common security 
attacks, noting “These four 
threat types represented 
internet queries of around 100 
million each month, whereas 
the next dozen threat types 
average about 10% of that.” 
Most attacks are intended to 
interrupt business operations in 
order to gain a financial reward 
(typically called ransomware) 
or to steal sensitive data that 
can later be resold on the 
dark web. Unfortunately, it still 
takes companies 287 days on 
average to identify a breach and 
get it contained, leaving data 
exposed for almost 10 months.

No wonder Gartner forecasts 
security spending to rise to $172 
billion in 2022, up from $155 
billion last year.

SURPRISING SECURITY 
STATISTICS

Data security has been an 
issue since the moment we 
first connected computer 

systems across the World 
Wide Web. Though the benefits 
of the internet far outweigh the 
potential downsides for most 
companies, cybersecurity 
remains a moving target that 
requires new money and 
new resources on an almost 
constant basis. Though the 
technologies we sell can help 
protect information, few among 
us would claim to be security 
experts. The following six 
security facts may surprise 
you:

Unmanaged Files are  
Vulnerable … and There  
Are a Lot of Them
As document management 
resellers, we know a lot about 
managing company files and 
information, and enterprise 
content management (ECM) is 
one technology designed to aid 
businesses in both organizing 
and protecting sensitive data. 
Yet vulnerabilities remain. 
Veronis reports that 2/3 of 
companies have at least 1,000 
sensitive files open to every 
employee—a problem that 
would take an IT administrator 
6-8 hours to manually correct 
for each folder with global 
access permissions! Despite 
our best efforts, system 
access remains a problem as 
well. Forty-three percent of all 
cloud identities are abandoned 
and unused (and therefore 
exposed), and we constantly 
forget to remove access 
to company systems when 
contractors leave, a problem 
that occurs 75% of the time.

Most Data Breaches are 
Financially Motivated
It’s likely not a shock that 85% 
of cyber breaches involved a 
human actor, but the reasons 
why may surprise you. A small 
percentage are motivated 
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by a grudge or espionage, 
but most are simply looking 
to make money. The Verizon 
2021 Data Breach Investigation 
Report indicates that 93% 
of breaches at SMBs and 
87% at large companies are 
financially motivated. But it’s 
not the stereotypical teenage 
hacker you may be picturing. 
Instead 80% of these 
financially motivated breaches 
originate with organized crime; 
it’s characteristic of the 21st 
century mob.

Employees Also Make  
Mistakes and Commit  
Cyber Crime
Employee contribution to 
data breaches typically falls 
into one of two categories: 
well-meaning, but careless 
individuals who accidentally 
expose sensitive information 
versus unhappy employees 
who intentionally expose 
information to satisfy a grudge 
or unresolved complaint. 
Overall, Verizon’s report shows 
internal actors account for 44% 
of all breaches at SMBs. In 
cases of inadvertent exposure, 
most attacks were delivered 
via email. However, for 
employees bent on hurting their 
employers, options abound. 
One of the most common is 
“losing” company devices, 
which Verizon reports is far 
more common than theft of 
equipment.

Remote Work Increases 
Cyber Risk
 A March 2020 Workflow article 
details some of the increased 
risks associated with working 
from home (WFH), and reports 
bears this out. WFH does 
indeed increase the average 
cost of data breaches by more 
than $1 million (representing 
a premium of about 25%), 

and it’s a factor in 17.5% of 
all reported breaches. Just 
what are remote workers doing 
that’s exposing data? Two 
concerning trends point to at 
least a couple of activities that 
should be monitored.

• Desktop sharing now 
accounts for almost 5% 
of attacks — potentially 
due to the increase 
in this activity using 
conferencing tools while 
working from home.

• 15% of employees are 
transferring business-
critical data to their 
personal cloud accounts, 
which likely don’t offer 
the same protections and 
typically fail to adhere 
to corporate security 
policies.

Customer Trust Affects  
Profitability
What consequences impact 
companies that experience 
a breach? The single most 
costly impact is the loss of 
customer trust that turns 
into lost sales. You and I 
give financial and personal 
information to a wide variety 
of companies and expect 
them to keep it confidential. 
Seems reasonable … right? 
Yet, so many companies 

experience breaches that it’s 
likely our sensitive data has 
been impacted somewhere 
along the way. At 44%, 
customer data is the most 
likely type of information to be 
compromised.

Do you continue to do 
business with companies that 
notify you of the exposure of 
your information? Many of us 
don’t. Lost business represents 
38% of the cost of data 
breaches, which is the largest 
single contributor to the overall 
cost. In addition, Verizon found 
that stock performance suffers 
significantly in the months 
following a breach. Breached 
companies that are traded 
on the NASDAQ typically 
experience a 5% decline in 
value.

The Cost of Lost Data is  
Going Up … Significantly
It should come as no surprise 

- IBM

WFH Increases Cost and Liklihood of Breaches

- Varonis

66%

93%
SMB’s

SMB’s

- Verizon

Large Companies

87%

Large
Companies

- Verizon

Internal Actors

44%

Additional
Costs Due

to WFH

($1.07mil)

Breaches Involving
Work From Home

(17.5%)

0

1

2

3

4

5

6

- Ponemon

Cost Per Record Lost in Data Breach

$160
$146

2020 2021

0

50

100

150

200

- IBM

38%
Lost

Business

2020 2021

WFH INCREASES COST AND LIKLIHOOD OF BREACHES

- IBM

WFH Increases Cost and Liklihood of Breaches

- Varonis

66%

93%
SMB’s

SMB’s

- Verizon

Large Companies

87%

Large
Companies

- Verizon

Internal Actors

44%

Additional
Costs Due

to WFH

($1.07mil)

Breaches Involving
Work From Home

(17.5%)

0

1

2

3

4

5

6

- Ponemon

Cost Per Record Lost in Data Breach

$160
$146

2020 2021

0

50

100

150

200

- IBM

38%
Lost

Business

2020 2021

COST PER RECORD LOST 
IN DATA BREACH

16  workflowOTG.com  05 | 22

https://www.verizon.com/dbir/
https://www.verizon.com/dbir/
https://www.verizon.com/dbir/
https://www.workflowotg.com/are-work-at-home-employees-keeping-data-secure/


that data breaches are getting 
more expensive. In 2021, the 
average cost of a breach rose 
by 10%, which is the highest 
increase in the last 7 years. 
It now costs $4.24 million 
each time a company is 
compromised — the cost per 
record rising from $146 in 2020 
to $160 in 2021. 
Of interest: The Verizon report 
noted that 2019 was the first 
year the cost of lost digital data 
outpaced the cost of lost paper 
records. Clearly the need for 
digital transformation is still 
significant.

HONE YOUR SECURITY 
EXPERTISE

Some basic document 
management features and 
capabilities make a big 
difference in the fight to protect 
data. Here are just a few:

• Compliance failure 
was the top factor that 
amplified the cost of a 
breach, and ECM systems 
typically offer the flexible 

security settings and 
audit tracking to meet 
even the most detailed of 
regulations.

• Encryption, an element of 
zero trust architecture and 
commonly available with 
document management 
applications, was the top 
factor that mitigated the 
cost of a breach. Look for 
ECM offerings that include 
data encryption both 
during transmission and 
when information is at rest 
in the system itself.

• Companies with no digital 
transformation initiatives 
had the highest cost of a 
breach at $5.01 million. 
It’s time to convert all 
those paper records to 
digital and to protect them 
under the umbrella of an 
ECM system.

• 70% of all sensitive data 
is stale (meaning it hasn’t 
been touched in more 
than 90 days). “If this 
data is kept beyond a 

predetermined retention 
period, it exposes an 
organization to increased 
risk and liability,” say the 
IBM analysts. Many ECM 
systems are equipped 
with records retention 
capabilities that can make 
retention and destruction 
automatic.

As you improve your 
understanding of the evolving 
cybersecurity environment, 
you’ll find yourself having better 
conversations with customers 
and prospects about their 
security situations, and you can 
better match up key document 
management features with the 
specific threats they face. You’ll 
show off both your expertise 
and your ability to help them 
choose the best security 
technologies.  

Christina Robbins is director 
of strategic communications 
at Digitech Systems LLC.

THE VERIZON 2021 DATA BREACH 
INVESTIGATION REPORT NOTED THAT 
2019 WAS THE FIRST YEAR THE COST 
OF LOST DIGITAL DATA OUTPACED 
THE COST OF LOST PAPER RECORDS. 
CLEARLY THE NEED FOR DIGITAL 
TRANSFORMATION IS STILL SIGNIFICANT.
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CYBERCRIMINALS HAVE 
UPPED THEIR GAME. 

HAVE YOU?  
By  Justin Donato, Nintex

Recently, cybersecurity authorities in the United States, the United Kingdom and 
Australia released a joint cybersecurity advisory detailing the findings of a report 
on ransomware attacks in 2021. Aside from there being a general rise in attacks, 
the report warned that threat actors in the U.S. are moving away from targeting 
so-called big game targets (“perceived high-value organizations and/or those 
that provide critical services”) toward midsize victims, while criminals in Australia 
and the UK continue to attack organizations of all sizes. The report also warned 
that ransomware groups are increasingly targeting the cloud, managed service 
providers and the software supply chain.   

18  workflowOTG.com  05 | 22

https://www.cisa.gov/uscert/sites/default/files/publications/AA22-040A_2021_Trends_Show_Increased_Globalized_Threat_of_Ransomware_508.pdf


There’s a good chance that 
your company has already 
been a victim. According 
to “The Global State of 
Industrial Cybersecurity 2021: 
Resilience Amid Disruption,” 
80% of 1,100 cybersecurity 
professional respondents 
were hit with a ransomware 
attack, 60% paid the ransom, 
and just over half (52%) paid 
at least $500,000 in ransom in 
2021.   

The pervasive nature 
of these ransomware 
attacks does come with 
a silver lining, by raising 
awareness and creating an 
opportunity, or having a 
meaningful conversation with 
an organization’s c-suite. 
Leadership groups are being 
challenged to respond to 
cybersecurity threats and 
adopt a stronger security 
posture across the entire 
organization.  

The critical question is if 
and how they will respond to 
that challenge.  

MAKE SECURITY PART 
OF YOUR GAME PLAN   

Protecting your organization, 
employees, and customers 
from cybersecurity risks takes 

effort and dedication, and 
should ideally be part of how 
you do business. 

Industries that are 
highly compliant, such as 
healthcare, banking and 
finance typically have risk 
management models that 
are built into their operations 
and organically align with 
the requirements of a 
strong security posture. 
Cultural norms such as 
informative HR onboarding 
processes, security, and 
compliance training, and 
clearly defined internal 
procedures all combine to 
ensure an organization is best 
positioned to respond to the 
variety of new and emerging 
threats.   

Security can also be part 
of the game plan from day 
one, as seen in successful, 
born-in-the-cloud companies 
that have an appreciation 
for the threat landscape 
and have been listening 
to their customer’s needs 
and concerns. Defining and 
implementing operational 
processes that are inclusive 
of your security and 
compliance needs is yet 
another way to protect your 
business.   

Unfortunately, most 

organizations find themselves 
somewhere in between. They 
do not have the structural 
frameworks demanded by 
highly compliant industries, 
and they may have 
underfunded security budgets 
that compete with other 
business units for investment 
dollars. The result can be an 
organizational culture that 
rejects change, fails to adopt 
new security initiatives, and is 
inadequately prepared for that 
almost inevitable ransomware 
compromise.  

To meaningfully reduce 
an organization’s exposure 
to cybersecurity incidents, 
security must be part of the 
organization’s DNA along with 
recognizing that this is not 
an IT problem. Employees at 
every level, from the c-suite 
down, have a responsibility 
to play an active role in 
preparing for and responding 
to an event that could 
critically impact their ability to 
do business.  

 

STRATEGIC 
COMPONENTS  

There are several credible 
organizations, including NIST, 
CISA, and ISACA, that have 

TO MEANINGFULLY REDUCE AN 
ORGANIZATION’S EXPOSURE TO 
CYBER SECURITY INCIDENTS, SECURITY 
MUST BE PART OF THE ORGANIZATION’S 
DNA ALONG WITH RECOGNIZING THAT 
THIS IS NOT AN IT PROBLEM.
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a wealth of tools, frameworks 
and templates all designed 
to help an organization on 
its journey to an improved 
security posture. However, 
one of the key challenges 
when faced with this vast 
array of information can be 
selecting the content that 
is most relevant to your 
organization.  

Before tackling any type of 
framework or template-based 
approach to developing 
a security strategy, it is 
important to understand 
as an organization what 
you’re solving for, or more 
specifically, what you’re 
protecting against.  

As with any business 
strategy, it is important 
to find and maintain a 
balance between your 
targeted outcomes and 
your overarching business 
objectives. A security 
strategy is no different 
and needs to be led by a 
team that understands your 
organization’s core mission, 
how success is measured, 
and how it differentiates from 
its competitors.  

This element may 
sound obvious, but in the 
profession of security and 
compliance it can present 
an additional challenge. 
A sophisticated security 
thinker that understands the 
deep technical aspect of our 
current and emerging threat 
landscape may not always 
have the best understanding 
or appreciation for your 
business objectives. To 
help strike this balance a 
security team will benefit 
from including people from 
diverse backgrounds that 
can contribute at a variety 
of levels, from strategic 
development to operations.   

Finally, it pays to maintain 
an awareness that your 
security strategy will change 
and evolve, potentially faster 
than your core business 
strategy. The risks and threats 
we are all exposed to are 
rapidly changing and zero-
day vulnerabilities are just 
another reminder of how fast 
a leadership team may need 
to realign resources to protect 
key assets and intellectual 
property.  

THE IMPACT OF 
REMOTE WORK  

Evidence of how fast a 
security and compliance 
strategy may need to change 
was experienced by almost 
all organizations in the face of 
COVID and the shift to remote 
work. Many security and IT 
teams had justifiably built 
their technical controls on the 
premise that the majority of 
people would be working from 
an office location, backed by 
a platform managed by IT.  

In a lot of ways, this focus 
changed very quickly. For 
example, the valid time and 
effort that may have gone into 
implementing a segmented 
local area network was no 
longer delivering the business 
value that was originally 
intended.   

The abrupt change to 
working from home has 
had a significant impact on 
numerous technical norms, 
such as the implementation 
of the corporate firewall, 
how broadly you roll out 
multifactor authentication 
(MFA) and the durability of 
your VPN service. 

As we all hopefully move 
back to a state of normalcy it 
appears that the hybrid work 
model will be a paradigm 

that IT and security teams 
will need to manage for the 
foreseeable future. As a 
result, robust training and 
awareness programs are 
potentially more important 
now than ever, and an 
effective security strategy 
must drive the message 
that security is everyone’s 
responsibility.  

Ensuring that people 
understand what is 
expected of them and 
their role in achieving a 
secure environment can 
help establish the right 
element of trust between 
the organization and 
its employees. Those 
expectations should then be 
formalized and wrapped into 
policies.  

MITIGATE RISKS 
AND LEARN QUICKLY 
FROM MISTAKES  

Organizations must be laser 
focused on what they’re 
protecting and why. Time, 
money, and resources 
must be dedicated to 
those elements of your 
business that support 
your core mission and its 
overall success. The effort 
applied to analysis of your 
security requirements and 
prioritization of the supporting 
initiatives will help maintain 
focus, and direct your 
security strategy.  

Justin Donato is Vice 
President, Security and 
Compliance for Nintex.
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Cloud-native security solution that 
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critical Windows operating 
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applications patches to prevent 
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known vulnerabilities. 
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CONQUERING COMPLIANCE 
CHALLENGES IN FINANCIAL 
SERVICES AND HEALTHCARE

By  Kevin Craine for Workflow

Even before the pandemic, data security and compliance were on the minds of 
C-suite leaders in all industries. Now, after two years of adopting new ways of 
working, often remote and virtual, the challenges of information governance and 
compliance are again taking center stage. While organizations try to stay within 
compliance, the challenge is in overcoming the uncertainty that will continue well 
into 2022 and beyond.   
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Organizations must 
confront countless regulatory 
requirements around the 
globe, as well as internally 
driven demands. And this 
is not to mention changing 
societal and customer 
expectations when it comes 
to privacy, authenticity, and 
accountability. For information 
management professionals, 
the frenzy of activity is not 
expected to slow down 
anytime soon.

The implications of data 
security and compliance can 
be seen clearly by looking 
at two important market 
sectors: Financial Services 
and Healthcare. Both are 
experiencing tremendous 
disruption and increasing risk, 
and provide a grounding for 
the compliance challenges 
across all industries and 
regions. Let’s take a look at 
both in detail.

FINANCIAL SERVICES

The Financial Services 
industry is facing many 
challenges in 2022. Security 
threats. New regulatory 
requirements. Increased 
demand from new users 
and devices. There’s a lot to 
consider. But that is nothing 
new for an industry that 

began experiencing a major 
transformation long before 
“digital transformation” was 
a thing. Indeed, for most 
everyone today, the very 
idea of visiting a physical 
bank branch has become an 
antiquated notion. And that 
perception became a norm 
during the pandemic. You 
could say that the banking 
industry is the most digitally 
disrupted industry today, and 
with that disruption comes 
some critical impacts.

HYBRID WORK 
ENVIRONMENTS

As the business world returns 
to some form of normality, 
banks and financial service 
firms are making big decisions 
about what the new work 
environment will look like. 
Like most organizations, the 
pandemic forced banks to go 
digital as employees began 
working from home. While at 
first, it was a survival tactic, 
many firms found that remote 
work has its’ advantages.

Remote work, however, 
introduces an extra level 
of compliance complexity 
for banks. Organizations 
have had to adapt quickly 
to evolving restrictions 
and revise their internal 

policies and practices 
to include remote work, 
particularly when it comes 
to safeguarding sensitive 
information away from 
the office. In Europe, this 
includes meeting GDPR 
requirements. And the ICO 
has already issued guidance 
and security checklists 
on how organizations 
can better protect data 
remotely by identifying 
typical IT vulnerabilities. 
Remote employee conduct 
and ethics also must be 
considered. Reduced 
oversight when employees 
are working remotely can 
lead to increased levels of 
noncompliance.

EVOLVING REGULATORY 
LANDSCAPE

In addition to pandemic-fueled 
regulatory change, banks and 
financial firms must now also 
consider political disruptions 
that influence the regulatory 
landscape. These include 
disruption in Europe from 
Brexit and the many personnel 
and policy changes under 
Joe Biden’s administration 
in the U.S. in key regulatory 
agencies that are reversing 
many Trump policies and 
tightening banking oversight 

IN ADDITION TO PANDEMIC-FUELED 
REGULATORY CHANGE, BANKS AND 
FINANCIAL FIRMS MUST NOW ALSO 
CONSIDER POLITICAL DISRUPTIONS THAT 
INFLUENCE THE REGULATORY LANDSCAPE.
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in general. Financial services 
companies must also prepare 
for new regulations concerning 
UK/EU trade agreements.

Banking compliance officers 
know that staying current on all 
of these regulatory obligations 
requires overwhelming amounts 
of data and documentation 
from multiple policymakers. 
Organizations must be able to 
translate that information into 
actions and strategies that 
update relevant organizational 
processes, controls, and 
policies. Failure to do so can 
lead to large fines. For a serious 
infringement of the GDPR, for 
example, the potential fines are 
up to 20 million euros or 4% 
of an organization’s worldwide 
annual revenue.

DIGITAL 
TRANSFORMATION

The pandemic accelerated 
digital transformation within 
the banking sector and today’s 
customers demand an always-
on experience. Consumers 
are now embracing digital 
platforms to access many 
different products and services, 
which has pushed technology 
to the forefront of the strategic 
agenda for many financial 
service organizations. To meet 
this challenge head-on, IT 
teams need access to the right 
architectural and operational 

expertise for technology 
solutions that help you scale 
to handle increased customer 
engagement and grow into new 
revenue opportunities.

Regulatory experts warn that 
digital transformation is still 
a relatively gray area when it 
comes to banking compliance, 
however; with no one-size-fits-
all approach as to how it should 
be regulated. Regulators are 
struggling to keep up with the 
pace of digitization, especially 
in areas related to machine 
learning, artificial intelligence, 
and big-data analytics. The 
question for compliance 
officers and technology 
leaders is: at what point will 
regulators intervene with a 
bank’s digital-transformation 
efforts? A successful digital 
transformation program 
requires good overall 
data governance and risk 
management. Compliance 
officers need a front-row seat 
as organizations evolve their 
data strategy as part of the 
wider digital transformation.

HEALTHCARE

For practitioners in healthcare, 
one of the biggest challenges of 
data security and compliance 
is that of matching IT resources 
with highly complex compliance 
requirements while keeping 
daily processes working 

efficiently and securely. 
Indeed, moving patients 
efficiently through a single or 
multi-physician practice while 
handling the necessary daily 
workflow...while at the same 
time ensuring ever-higher 
levels of compliance...is a huge 
challenge. And the sensitivity 
and privacy of medical 
information make regulatory 
compliance an increasingly 
front-and-center C-suite 
concern.

Data security and compliance 
in healthcare are complex. 
And while many large-scale 
healthcare organizations have 
enterprise-sized budgets and 
teams of IT to support the 
effort, many small medical 
practices struggle to balance 
data security and regulatory 
compliance demands with the 
needs of effectively running the 
clinic and delivering healthcare. 
There are several impacts to 
consider.

DATA BREACHES

Healthcare is the top target 
of hackers and cyber thieves 
because of the rich stores 
of private and sensitive 
information available. 
Indeed, according to the 
U.S. Department of Health 
and Human Services Office 
for Civil Rights, more than 
500 healthcare cybersecurity 

HEALTHCARE IS THE TOP TARGET OF 
HACKERS AND CYBER THIEVES BECAUSE 
OF THE RICH STORES OF PRIVATE AND 
SENSITIVE INFORMATION AVAILABLE.
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breaches were reported in the 
past year. These breaches 
affected more than 5 million 
patients. The effects of the 
pandemic have created the 
conditions that lead to many of 
these breaches as healthcare 
facilities have adopted new 
methods of working to deal with 
the business place effect of 
COVID-19 guidelines. This has 
meant many organizations need 
to handle sensitive information 
online through servers that were 
at times unprotected. Read the 
article “Cybersecurity in 2021” 
for more on this topic.

In the U.S., healthcare 
organizations will spend roughly 
$125 billion on cybersecurity 
this year to help update 
outdated systems and protect 
patient information. Healthcare 
organizations must ensure that 
there are systems in place to 
audit claims and monitor for 
potential billing irregularities. 
To do this, communication will 
be key. Compliance officers 
will need to establish clear 
lines of communication so 
that everyone knows what is 
at stake. One way to do that 
is to have regular employee 
cybersecurity training and 
meetings that demonstrate that 
cybersecurity is a top concern.

TELEMEDICINE

The use of telemedicine has 
grown significantly over the 
past 18 months. According 
to the American Medical 
Association, telemedicine 
jumped from 25% in 2018 to 
almost 80% in 2020. Indeed, 
67% of physicians connected 
with patients using video-based 
visits last year. Remote patient 
monitoring jumped as well, with 
20% of physicians saying they 
used remote patient monitoring 

today, almost twice as many 
as pre-pandemic. Physicians 
also increasingly turned to 
telemedicine to consult with 
colleagues, though not as much 
as they use the technology to 
connect with patients. Over 
26% used videoconferencing 
to consult with colleagues last 
year.

Regulating telehealth 
has been a big concern 
for compliance officers. 
Maintaining and protecting the 
increasing variety and volume 
of data has been another 
challenge as new regulations 
have made cybersecurity a 
significant priority through 
the HIPAA Security Rule. 
Cybersecurity is a substantial 
threat to ensuring compliance 
with a remote workplace.

BEST PRACTICES 
FOR CONQUERING 
COMPLIANCE

The need to conquer compliance 
challenges is not just limited to 
financial services and healthcare 
organizations. Where does your 
organization sit in terms of data 
security and compliance? Here 
are some recommendations 
to improve your information 
governance efforts.

• Create an information 
governance team 
including representatives 
from IT, Records 
Management, 
Compliance, Legal, and all 
lines of business.

• Review the risks posed by 
the types of information 
that you hold. What 
happens if it is lost or 
exposed, including those 
involving internal staff 

or caused by general 
negligence? 

• Draft an information 
governance policy. Focus 
initial efforts on areas 
where the content is the 
most sensitive.

• If you have extensive 
image archives of 
scanned documents, 
consider re-capturing 
them with modern OCR 
to create enhanced 
metadata and improve the 
potential for analytics.

• Investigate day-forward 
process automation 
and data classification, 
particularly for process-
based and routine 
inbound content that 
will, in effect, automate 
ongoing compliance.

MOVING FORWARD

Today, information security 
and compliance demand 
greater levels of information 
governance. Data hacking is at 
an all-time high, regulations are 
getting stricter, and the risks 
posed to organizations have 
never been more demanding. 
Consider these factors and best 
practices as you design your 
strategies. Look for providers 
and partners with the right 
mix of capability, vision, and 
expertise that will allow you 
to take the right actions to 
properly secure and protect 
private information.  

Kevin Craine is a writer, 
technology analyst, and 
the host of The Digital 
Transformation Podcast. 
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WHERE SECURITY AND 
COMPLIANCE MEET

By  Joseph Tavano, WatchGuard Technologies, Inc. 

If you are thinking of providing (or are already providing) security services, sooner or 
later, the concept of compliance is going to come up. Compliance – a concept that 
involves standards, policies, and regulations for IT management, security risk, data 
storage, and more – is essential for many business verticals and can have far-reaching 
implications for security providers as well.  
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However, compliance does not 
equate to security; conversely, 
security is not compliance, either. 
This article will look at where 
the two intersect and how you 
can go to market in 2022 with a 
security strategy best positioned 
to meet the needs of the pro-
spective customers you want to 
attract and retain. 

THE COMPLIANCE 
KALEIDOSCOPE

Compliance is not a monolith; 
instead, it is a set of unrelated 

regulatory frameworks, each 
of which is specific to the 
business category, country, 
privacy concerns, etc., they 
are created for. Some are 
enforced by their respective 
governments (such as 
HIPAA, the Health Insurance 
Portability and Accountability 
Act) and can have severe 
fines and other consequences 
for non-compliance; others, 
such as PCI DSS (Payment 
Card Industry Data Security 
Standard), is a set of 
guidelines that must be 
followed for banks to permit 

merchants to accept credit 
cards as a form of payment. 
Often, a customer may 
have to comply with several 
regulatory frameworks. As 
their security provider, you 
not only need to be aware 
of their needs but also 
your responsibility to these 
compliance standards as well. 

With this comes a challenge 
for the security provider: 
to meet the standards of 
multiple sets of regulations, 
each having a specific view 
of how IT and security must 
be handled. In this sense, 
from the perspective of the 
security provider, compliance 
is more like a kaleidoscope 
with multiple distinct facets 
that overlap and merge. It’s 
not uncommon for a security 
provider to specialize in 
specific industries where they 
understand the compliance 
needs.

Luckily, many security 
vendors offer products 
that are positioned to meet 
compliance with well-known 
regulatory frameworks, 
and security vendors who 
consolidate their product 
stack with those vendors can 
capitalize on effective and 
efficient policies, processes, 
documentation, and more to 
keep their business compliant 
and to deliver outstanding 
security that also meets those 
standards. 

IS COMPLIANCE 
ENOUGH?

Meeting compliance is 
important, as it can be crucial 
to retain current business and 
add new logos to your roster 
of customers. Additionally, 
noncompliance can result in 
a heavy financial impact on 

WHERE SECURITY AND 
COMPLIANCE MEET
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your security business as well. 
But in today’s rapidly evolving 
threat landscape, “compliance” 
is not a synonym for “secure.”

Threats are more effective, 
more pervasive, and more 
destructive than ever before, 
and as such, security vendors 
must align with vendors 
who go above and beyond 
standards to meet compliance 
and enact a full range of 
products and services that 
protect customers from the 
network to the endpoint 
and everywhere in between. 
And, in today’s decentralized 
workplace, security solutions 
must also protect customers’ 
employees wherever they 
are – all while keeping in 
compliance.

GO TO MARKET WITH A 
PLAN FOR SUCCESS

If you are launching a 
security practice this year, it’s 
essential you learn about the 
compliance standards your 
customers may require in 
your area. However, you may 
find competition specializing 
in one or more verticals 
that require compliance 
standards, and differentiation 

will matter as you carve out 
your area’s market share. That 
differentiation can come in 
many forms, including greater 
compliance and vertical 
expertise, more agreeable 
pricing and packaging 
options, or a higher level 
of customer service and 
satisfaction.

But the most significant 
area of differentiation you may 
achieve may be in a solution 
stack built on a unified security 
platform comprising integrated 
products that offer powerful, 
comprehensive, cloud-based 
security. The right unified 
platform of network security, 
secure Wi-Fi, endpoint security, 
and multi-factor authentication 
could very well meet the needs 
of your customers requiring 
compliance and beyond, to 
extend the security perimeter 
to wherever your customers’ 
employees are through 
zero-rust, identity-based 
architecture.

Additionally, be sure this 
unified security platform has 
the logging and reporting 
capabilities necessary to prove 
compliance effectively and 
easily. Your security platform 
may also have preconfigured 
reports for several compliance 

standards, saving time your 
team would need to spend 
to create them otherwise 
and adding to the overall 
operational efficiency of your 
security practice.

Compliance is not easy, but 
there’s no reason to make it 
any harder. From building a 
solid plan based on vertical 
expertise to choosing the right 
unified security platform to 
deliver robust, comprehensive 
security, there are essential 
measures security providers 
should take to protect their 
customers from threats while 
keeping them in compliance 
with the regulatory standards 
their business requires. 
And when done correctly, 
compliance can become less 
of a concern for a seasoned 
provider and more of an 
opportunity to demonstrate 
the value of your practice, 
retain customers, and continue 
building a stellar reputation in 
your local area.  

Joseph Tavano manages 
channel marketing at 
WatchGuard Technologies.

IN TODAY’S DECENTRALIZED WORKPLACE, 
SECURITY SOLUTIONS MUST ALSO PROTECT 
CUSTOMERS’ EMPLOYEES WHEREVER THEY 
ARE – ALL WHILE KEEPING IN COMPLIANCE.
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TOP DATA SECURITY 
AND TRANSPARENCY 

SUPERTRENDS 
IN 2022 AND BEYOND

By  Peter Stelzhammer, AV Comparatives

Digital transformation has been pivotal in the last decade. The continuous 
development of new digital innovations and increased cloud migration have 
changed how conventional businesses operate across various industries. From 
automating complex manual processes to replacing physical systems with cloud 
services, digitalization has revolutionized how organizations work every day. It 
has also made our personal lives easier and more convenient. Today almost every 
aspect of an individual’s daily life is dependent on digital services, whether it’s 
making payments, using social media, or communicating with others.   
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Although this increased 
digital dependency and 
interconnectivity has crafted 
endless benefits for us, it 
has also created significant 
concerns in terms of digital 
security and transparency. 
Some of the biggest 
challenges that individuals and 
organizations are facing today 
include protecting personal 
data, securing digital services, 
and safeguarding smart 

systems and devices from 
a wide range of cyberthreat 
actors. These concerns and 
challenges are addressed by 
cybersecurity, a sophisticated 
practice of protecting data, 
networks, smart systems and 
devices from malicious attacks.

Cybersecurity has become 
an integral part of business 
practices in the past decade, 
and it will continue to be one 
of the biggest focuses of 

modern industries for years 
to come. The emerging use 
of advanced technologies 
such as cloud computing, 
artificial intelligence (AI), and 
the internet of things (IoT) 
has significantly expanded 
the cyberthreat landscape. 
Therefore, security experts 
today have to deal with a 
wide range of new threats and 
challenges.

However, there are certain 
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security trends that are 
currently dominating, and are 
likely to stay prevalent in the 
near future. Below are some of 
the biggest security trends that 
will dominate the cybersecurity 
focus over the next few years.

RANSOMWARE  

Ransomware is perhaps 
one of the biggest and most 
immediately dangerous 
cyberattack types, capable of 
crippling an entire organization 
in minutes. It is a type of 
malware that encrypts the 
critical files of a system and 
cuts user access to it. To 
restore the access to the 
user, the attacker demands a 
payment or ransom — hence 
the name.

In most cases, the 
chronology of a ransomware 
attack is simple. The malware 
breaches the system or 
device, starts encrypting the 
entire system or specific files, 
and sends messages to the 
admin demanding the ransom. 
When ransom demands are 
not fulfilled, the critical assets 
which are mostly private 
data are leaked on public 
platforms, or even sold to other 
malicious actors on the dark 
web. However, often paying 

the ransom doesn’t guarantee 
successful recovery of the 
data. Reports suggest that only 
57% of the organizations that 
pay the ransom are successful 
in recovering their data.

The ransom amount can vary 
from a few hundred dollars to 
millions, depending on the size 
of the targeted organization. 
In 2021, the average 
ransomware payment demand 
was $570,000. The history of 
ransomware attacks dates 
back to the early 90s. The 
first-ever ransomware attack 
occurred in 1989 targeting 
the healthcare industry. The 
malware was delivered inside 
physical floppy disks labeled 
“AIDS Information,” which 
was distributed to several 
healthcare professionals at 
a WHO AIDS conference. 
Three decades down the line, 
ransomware attacks continue 
to grow at a frightening rate, 
as attackers are constantly 
innovating their approach 
to breaching sophisticated 
networks.

The frequency of 
ransomware attacks almost 
doubled in 2021 compared 
to the previous year. In fact, 
almost 38% of all reported 
breaches in 2021 were 
ransomware attacks. In 2020, 
the increase was a massive 

139% compared to 2019. 
This unprecedented growth 
of ransomware attacks 
has been influenced by the 
pandemic, as businesses are 
increasingly shifting towards 
a digital direction. Data is 
currently the most valuable 
asset for organizations, and 
ransomware attacks hold this 
very asset as a hostage.

While the frequency of 
ransomware attacks has greatly 
increased, the methods used by 
threat actors have also evolved 
and become more sophisticated 
and harder to detect. Old-
school attack strategies were 
mostly comprised of sending 
spam emails with malicious 
attachments or physically 
infiltrating the system using a 
malicious device. However, the 
new generation of ransomware 
attackers are deploying 
coordinated strategies that go 
deep into the target system. 
The attack starts with an initial 
compromise point to gain entry 
to the system or network. From 
there, the malware disguises 
itself as a system file and starts 
encrypting the target assets 
while staying undetected. With 
such strategies, the malware 
can stay inside the system for 
weeks or even months, and 
trigger the ransomware attack 
several times in different phases.

RANSOMWARE IS PERHAPS ONE OF 
THE BIGGEST AND MOST IMMEDIATELY 
DANGEROUS CYBERATTACK TYPES, 
CAPABLE OF CRIPPLING AN ENTIRE 
ORGANIZATION IN MINUTES.
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So, the most effective 
approach to preventing 
ransomware attacks is 
building cybersecurity 
solutions around these initial 
compromise points. The most 
common compromise points 
that lead to a ransomware 
attack include:

• Phishing: A form of 
social engineering, 
where the attacker 
sends a fraudulent 
message pretending to 
be a reputable source, 
such as the bank, HR 
department, the CEO, 
or an important client. 
The message contains 
malicious content or 
links, which can leak the 
victim’s credentials when 
accessed.

• Network vulnerabilities: 
The continuous 
changes in the digital 
landscape and constant 
updates in software 
functions often leave 
unknown vulnerabilities 
in networks. If these 
vulnerabilities are not 
monitored and instantly 
patched, it can become 
a potential entry point for 
ransomware attacks.

• Remote desktop 
protocol: RDP are 
network communications 
protocols commonly used 
by network administrators 
to remotely troubleshoot 
problems or remotely 
access physical devices 
inside a corporate 
network. If remote access 
is not secured with critical 
security standards like 
zero trust or multifactor 
authentication, threat 
actors can breach the 

corporate device using 
illicit remote desktop 
software and launch a 
ransomware attack. 

HOW TO PREVENT 
RANSOMWARE ATTACKS?

As ransomware attacks are 
most likely to stay prevalent 
in the coming years, 
taking proactive measures 
against such attacks will 
be one of the foremost 
priorities for cybersecurity 
experts. Although not all 
ransomware attacks are the 
same, taking the following 
proactive measures can help 
organizations reduce the risk 
of such attacks:

• Using an effective spam 
filter to block phishing 
emails.

• Install reporting functions 
on all corporate email 
clients for better 
communication of 
malicious emails.

• Block files with certain 
extensions from emails.

• Install automated 
solutions for blocking 
malicious JavaScript files.

• Implement IAM (identity 
and access management) 
tools to manage access 
privileges.

• Shift to a zero trust 
architecture.

• Constantly conduct 
network audits and traffic 
assessments.

• Implementation of 
strict policies at the 

segmentation gateways, 
application level, 
and NGFWs. 

• Constantly updating email 
gateways and blocking 
any ad function on 
corporate browsers. 

• Increased workforce 
awareness of 
ransomware.

• Store data backups 
offline.

IoT THREATS 

IoT (the Internet of Things) 
is the essence of today’s 
corporate networks and 
smart lifestyle. IoT is the 
network of physical systems 
embedded with smart 
functions, software, and other 
technologies. For example, 
in our daily lives, our smart 
devices like smartwatches, 
smartphones, and laptops 
are all interconnected. 
Any activity on one device 
is visible and accessible 
via the other devices. 
Similarly, organizations have 
interconnected computer 
systems, storage devices, 
data centers, and other 
sophisticated tools.

With increased digitalization, 
IoT connectivity is increasing 
rapidly. Oracle predicts 
that there will be 22 billion 
connected IoT devices by 
2025. While the increasing 
number of interconnected 
systems and networks has 
created multiple benefits 
like efficient communication, 
streamlined business 
processes and increased 
user convenience, it has also 
opened doors to critical cyber 
threats.
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More interconnected devices 
mean more entry points for 
potential cyberattacks. While a 
network infrastructure might be 
well-protected, any vulnerabilities 
in the connected devices can 
lead to the entire network being 
potentially compromised.

The first IoT security incident 
was reported in 2016 when more 
than 600,000 IoT devices were 
breached by the Mirai Botnet 
malware. The infected devices 
were mostly internet routers and 
security cameras. The attack 
disrupted internet access for 
millions of users across the 
world. Today, IoT solutions are 
implemented across thousands 
of businesses and industries 
around the globe, for improved 
efficiency and a higher level of 
visibility. However, the benefits 
of IoT are being overshadowed 
by threat actors, as connected 
systems are being used to plot 
large-scale attacks targeting 
critical network infrastructures 
and sensitive data.

SECURING IoT 
NETWORKS

Ensuring IoT device security can 
be a challenge for many reasons. 
Firstly, not every device has the 
same security functions. Threat 
actors don’t need to breach 
every device within a network, 
they can often just breach one 
device to gain access to the 
core network system. Also, 
when there is a huge number 
of interconnected devices in a 
single network, security teams 
often fail to monitor every access 
point. Unknown vulnerabilities or 
unprotected devices can lead to 
critical attacks.

To ensure IoT system security, 
organizations need to implement 
unified security solutions that 
focus on proactive measures, 

rather than threat response 
and mitigation. Deploying 
sophisticated solutions that 
can manage the connectivity of 
each device on the network can 
help organizations to reduce 
the risk of critical attacks. 
Such solutions include Zero 
Trust user authentication and 
access control tools, which 
verifies every device and 
user that wants to connect to 
the organizational network. 
Constantly validating devices 
and accounts connected to 
the IoT network is the most 
viable approach to securing 
today’s interconnected digital 
infrastructure.

REMOTE WORKING

While remote working was 
predominantly practiced in 
the tech industry, the global 
pandemic influenced almost 
every industry to introduce this 
model for their employees. As 
most physical services were 
forced to shut down, businesses 
started working through digital 
channels. The increased 
efficiency and convenience of 
this new model have convinced 
most organizations to keep 
remote working as a part of 
their workforce arrangements. 
According to reports, over 25% 
of all jobs will become remote 
by the end of 2022.

However, this increased 
practice of working remotely 
has also created new security 
vulnerabilities. Remote 
employees are constantly 
accessing and logging into 
corporate systems using 
personal devices and public/
private networks, which are 
unprotected by enterprise 
solutions.

As remote working is likely to 
become a norm across indus-

tries, security teams must imple-
ment proactive solutions specifi-
cally focused on remote working 
environments. Mentioned below 
are some of the significant mea-
sures that organizations should 
take to protect their remote 
employees from potential cyber 
threats: 

• Implement strong security 
policies to ensure 
employees can only 
access organizational 
networks through 
authorized devices

• Implement automated 
fraud-detection tools

• Install effective identity 
and access management 
solutions

• Conduct security training 
to increase the awareness 
of remote workers

• Enforce strict password 
standards and multi-
factor authentication

• Use endpoint security 
solutions

As we move beyond 2022, 
new cybersecurity trends will 
continue to emerge. To keep 
individuals and businesses 
secure, a proactive approach 
to IT security is of paramount 
importance. Organizations 
need to focus on flexible, 
collaborative, and advanced 
security tools to protect 
their critical assets from the 
continuously expanding cyber 
threat surfaces.   

Peter Stelzhammer is  
cofounder of 
AV Comparatives
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THE THREAT LANDSCAPE 
IS EVOLVING

CISOS FROM UNITED AIRLINES, SIEMENS 
AND HP DISCUSS CYBERSECURITY

By  Patricia Ames, Workflow

Recently, HP Wolf Security hosted an all-star panel moderated by Ed Amoroso, 
CEO of TAG Cyber, and including Joanna Burkey and Dr. Ian Pratt from HP, Kurt 
John of Siemens, and Deneen DeFiore of United Airlines. The experts explored 
what they see as 2022’s biggest cybersecurity trends, such as cyber resilience, 
the evolution of threat, and what kind of attacks are likely to increase. The hour 
was jam-packed with insights.   
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RESILIENCE

Historically, cybersecurity is 
focused on data security. It 
shouldn’t come as a surprise 
that a lot of cybersecurity 
strategies were built around 
protecting sensitive data. 
But that paradigm is shifting, 
according to DeFiore, who 
is VP and CISO at United 
Airlines. She says that now 
that we’re so dependent on 

digitized processes to do 
everything, it’s important that 
we understand the underly-
ing technology and how it’s 
all related, so when an issue 
happens, we can respond 
and remediate.

“Organizations have to be 
able to have vulnerability re-
sponses and concurrently run 
their operations. It’s not going 
to be ‘stop everything and fix 
this cybersecurity problem,’” 
she said.

In other words, your cyber-
security encompasses much 
more than attempting to put 
data into a vault that is imper-
vious to hackers — it’s about 
encapsulating all the systems 
that drive your business in a 
secure vault, so your business 
doesn’t grind to a halt. And 
if you do run into a problem, 
you can’t stop everything else 
until it’s fixed. After all, United 
Airlines doesn’t make money 
unless their planes fly. A cy-
bersecurity incident that keeps 
planes grounded is potentially 
more harmful to the company’s 
well-being than a story about a 
stolen customer database.

HACKERS INC.

There is an entire industry 
built around stealing data and 
money. And these are not 
two-bit con artists and teen-
agers looking for clout on the 
internet, but professionals with 
a lot of talent and motivation 
who treat these efforts of theft 
as a highly lucrative, long-term 
career.

This, according to HP’s Pratt, 
who is global head of security 
for Personal Systems, makes 
the already difficult job of 
being a defender even more 
difficult. These cybercriminal 
organizations are investing 
in R&D to bake up tools and 
schemes that are increasing-
ly difficult to defend against. 
They’re also uninterested in 
a snatch and grab approach. 
They are patient and willing to 
dig deeper for a bigger payday.

THREATS

John, who is chief cybersecu-
rity officer at Siemens USA, 
described threats as living 
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things that are constantly 
evolving. “They ebb, they 
flow, they grow, they shrink,” 
he said, noting that what 
works today can be cata-
strophic tomorrow. This is just 
one more reason being a de-
fender is so difficult, he says 
— you don’t know what you 
don’t know, and the things 
you do know are subject to 
change.

Here are some threats that 
panelists believe are going to 
be a problem in the coming 
year:

ONE-TO-MANY ATTACKS
HP’s CISO Burkey is con-
cerned with the rise of the 
one-to-many attack. Tradi-
tionally, when a cybercriminal 
wants to attack a victim, they 
have to do it one at a time. 
If they fail, they move on to 
the next mark. If their attack 
works, then they can steal 
and ransom data, drain mon-
ey out of the bank account, 
and move on to the next 
target.

But now attackers are 
getting more efficient. Now 
they’re targeting victims that 
give them access to even 
more victims. Instead of tar-
geting the investment bank 
across town, they target the 
managed service provid-
er that takes care of the IT 
environment of all five banks 
in town, or the tool that hun-
dreds of banks across the 
country use.

“We now see — and real-
ly SolarWinds was the first 
large-scale version of this 
even though we know it had 
happened before — the one-
to-many where the attacker 
got efficient and they realized 
they don’t need to go one-to-
one all the time. They can find 
a commonality between hun-

dreds or even thousands of 
victims and compromise that 
commonality. And then, with 
the same amount of work, 
they now have thousands of 
people on the other end of 
this threat vector that might 
be able to be compromised,” 
said Burkey.

INSIDER THREATS
Attacks from within, usually 
to get revenge on an em-
ployer or for financial gain 
are the typical insider threat. 
An insider threat might sell 
credentials to access bro-
kers on the dark web or work 
with cybercriminals to de-
ploy ransomware within their 
employer’s environment for a 
cut of the ransom. The insider 
threat is nothing new — they 
predate computers. But with 
the rise of ransomware and 
anonymized payment meth-
ods like cryptocurrency, the 
insider threat will become an 
increasingly bigger problem 
over the next few years, ac-
cording to John.

M&A
The M&A attack is a variant 
of the supply chain attack, 
according to John. Attack-
ers will find a market that is 

saturated with startups. The 
market itself isn’t important, 
just as long as there is a lot 
of M&A activity. Basically, 
hackers will target a small 
business, establish a foot-
hold, hide their foot tracks, 
and wait. Once the business 
is acquired, the attackers now 
have access to an even big-
ger, more valuable target.

SURVIVAL TACTICS

The unrelenting Darwinis-
tic evolution of cyberthreats 
does not allow for much error 
— cybersecurity profession-
als are tasked with protect-
ing the corporate world, the 
nation’s infrastructure and 
institutions, and a teeming 
army of small businesses. 
Vigilance, paired with cyber 
resilience, and a healthy dose 
of respect for nature’s ability 
to mutate and find new paths 
to creation seem to be the 
current formula for survival.  

Patricia Ames is publisher 
and editor-at-large of 
Workflow Magazine.

ATTACKS FROM WITHIN, 
USUALLY TO GET REVENGE 
ON AN EMPLOYER OR FOR 
FINANCIAL GAIN ARE THE 
TYPICAL INSIDER THREAT.
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